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ARIZONA SUPERIOR COURT

MARICOPA COUNTY

PATH NETWORK, INC., a Delaware
corporation; and TEMPEST HOSTING LLC,
an Arizona limited liability company,

Plaintiffs,
VS.

RENE ROOSEN and JANE DOE ROOSEN,
husband and wife; COSMIC GLOBAL,
INC., a Delaware corporation;
HOSTINGKING INC., a Delaware
corporation; JOHN AND JANE DOES, I-X;
ABC CORPORATIONS, I-X; RED AND
BLACK LIMITED LIABILITY
COMPANIES, I-X; and XYZ
PARTNERSHIPS,

Defendant.

Case No.: CV2025-066422

FIRST AMENDED COMPLAINT

(Assigned to the Hon. Michael Gordon)

Plaintiffs Path Network, Inc., a Delaware corporation, and Tempest Hosting LLC, an

Arizona limited liability company, for their First Amended Complaint against Rene Roosen and

Jane Doe Roosen, husband and wife, Cosmic Global, Inc., a Delaware corporation, and

HostingKing, Inc., a Delaware corporation hereby allege as follows:
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The Parties

1. Plaintiff Path Network, Inc. (“Path Net”) is a foreign corporation, having its
principal place of business in Maricopa County, Arizona.

2. Plaintiff Tempest Hosting LLC (“Tempest”) is an Arizona limited liability
company.

3. Tempest is a subsidiary of Path Net.

4. Upon information and belief, Defendants Rene Roosen (“Roosen”) and Jane Doe
Roosen, husband and wife, are residents of Dallas County, Texas.

5. Upon information and belief, at minimum during all relevant times herein, Roosen
went by, was referred to as, or otherwise used the aliases “Renaul” and/or “Renual.”

6. At all relevant times, Defendants Rene Roosen and Jane Doe Roosen were acting
on behalf of the marital community.

7. Upon information and belief, Defendant Cosmic Global, Inc. (““Cosmic Global”),
1s a corporation incorporated in the State of Delaware, having its principal place of business in
Dallas County, Texas.

8. Upon information and belief, Defendant Cosmic Global does business as the
following entities: Cosmic Global Networks and Cosmic Guard (collectively referred to as
“Cosmic Global™).

9. Upon information and belief, Defendant HostingKing, Inc. (“HostingKing™), is a
corporation incorporated in the State of Delaware, having its principal place of business in Dallas
County, Texas.

10.  Upon information and belief, Defendant HostingKing does business as
GameServerKings (“GSK”).

11.  Upon information and belief, Roosen owns Cosmic Guard, HostingKing, and
Server Starter.

12. Upon information and belief, Roosen also owns IcedHost LLC, Server Starter Host
LLC, and secured.gg Hosting LLC (collectively with Defendants referred to as the “Roosen

Entities”).
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13.  The Roosen Entities are direct competitors of either Path Net or Tempest, or both.

14.  All actions undertaken by Roosen, upon information and belief, benefited the
Roosen Entities, individually and collectively.

15.  Defendants John and Jane Does I-X, ABC Corporations [-X, Red and Black LLCs
[-X, and XYZ Partnerships [-X, are individuals, corporations, limited liability companies, or
partnerships, respectively, or other incorporated or unincorporated associations, whose identities
are presently unknown to Plaintiffs, but who also committed the conduct giving rise to the claims
alleged in this Complaint, and they are therefore also liable for such claims. Plaintiffs reserve the
right to amend this Complaint to insert their correct names when their identities are learned.

Jurisdiction and Venue

16.  The acts alleged herein occurred in Maricopa County and the claims arise out of
Defendants’ conduct occurring in Maricopa County, Arizona. In particular, Defendants
orchestrated the theft of Path Net’s confidential information from servers located in Maricopa
County.

17.  The amount in controversy in this action substantially exceeds $300,000, exclusive
of interest, attorneys’ fees, and taxable costs, entitling this case to Tier 3 designation under Rule
26.2, Ariz. R. Civ. P.

18.  Jurisdiction and venue are proper before this Court under A.R.S. § 12-123 and
A.R.S. § 12-401, respectively, because the events that give rise to this legal action occurred
within Maricopa County, Arizona.

Factual Background

Background of Path Net
19.  Path Net was founded in 2018 by Marshal Webb (“Webb”).
20.  Since its inception, Webb has served as CEO of Path Net.
21.  Path Net is in the business of providing online data hosting, cybersecurity, and

related services.
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22.  Path Net specializes in providing cutting-edge and boutique online hosting and
security services tailored to businesses of all sizes, including businesses that require added cyber
security to support cryptocurrency and blockchain payment transactions.

23.  Path Net operates a number of server farms / data centers throughout the world.

24.  Tempest was founded in 2020.

25. Tempest also provides online virtual hosting services; however, they serve a
different client base than Path Net.

26.  Path Net and Tempest customers pay monthly fees to lease space on its data-secure
servers.

27.  The servers are used for hosting the customers’ data “in the cloud.”

28. Tempest is the arm of Path Net that specializes in the leasing of servers to
customers and providing online virtual hosting.

29.  While Tempest specializes in leasing servers to customers, Path Net operates the
servers and 1s focused on providing cutting-edge cyber security and data protection to ensure the
data stored on customers’ servers is not compromised.

30.  Customers’ confidence that their data is secured against all threats — both internal
and external — is critical to Path Net’s business.

31.  Defendants, specifically Cosmic and GSK, also provide online hosting services and
are direct competitors of Path Net and Tempest.

Curtis Gervais starts working at Path Net and Tempest and becomes aware of their confidential
commercial information

32. On July 8, 2021, Path Net hired Curtis Gervais (“Gervais”), a Canadian resident
and a former customer. See Sworn Will-Statement of Curtis Gervais dated August 8, 2025, 9 28,
attached as Exhibit A.

33. Inittially, Gervais served as an independent contractor for Path Net, but he also
provided services for Tempest. Exhibit A at §] 35.

34.  On August 30, 2021, Gervais was promoted to the position of Systems Engineer.
1d.
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35.  In connection with his promotion, Gervais entered into an employment agreement
with Path Net.
36. The Employment Agreement contained the following provisions:

a. All of Gervais’ professional time and energy must be solely devoted to the
interests of Path Net and Tempest, and Gervais was prohibited from acting
in a conflict of interest or conducting other businesses competitive to Path
Net;

b. Gervais was obligated to maintain the confidentiality of Path Net’s
confidential, sensitive and proprietary information;

c. Gervais was prohibited, during his employment and for three years
thereafter, from soliciting any of Path Net’s employees or agents away from
Path Net;

d. Gervais was prohibited from making negative comments or disparaging
statements against Path Net, Tempest, or any of its employees or agents;

e. Any intellectual property that Gervais developed during his employment
relating to the nature of his employment is the property of Path Net;

f. Gervais was prohibited from using Path Net’s property, assets, and resources
for his own personal benefit;

g. Gervais was required to return all of Path Net’s property, assets, and
resources upon the end of his employment;

h. The Employment Agreement was to be construed under Arizona law.

37.  On February 3, 2022, Gervais was promoted to Director of Engineering.

38.  In connection with his promotion, Gervais entered into another agreement with
Path Net.

39.  The relevant terms of the February 2022 ICA are materially the same as the
Employment Agreement; however, they also provided that Gervais was prohibited from taking
part in any business enterprise that competed directly or indirectly with Path Net for one year
after the conclusion of his employment.

40.  Approximately one week later, Gervais received a promotion to Chief Executive
Officer of Tempest. Exhibit A at 9 44.

41.  Gervais did not sign any new agreements with Path Net in connection with his

promotion to CEO. Id.
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42.  Even though he did not sign any new agreements, Gervais acknowledged to Webb
that he remained bound by all prior agreements.
43.  Gervais’ duties as Tempest’s CEO included the following:
a. Managing shifts and employees of Tempest;
b. Attending one-on-one employee meetings (daily or as needed);
c. Attending management meeting (weekly);
d. Maintaining and updating customers lists;
e. Overseeing services provided to customers;
f. Overseeing accounts receivables and payables for Tempest;
g. Overseeing the sale of hardware to customers and the purchase of hardware for
Tempest
h. Responding to technical support tickets; and
1. Responding to inquiries from prospective customers (as needed).
Id. at 99 45-46.
44.  As CEO of Tempest, Gervais had access to (and did access) the confidential and
sensitive information of Path Net and Tempest including, but not limited to, the following:
a. WHMCS software;
b. Path Net’s portal system (the “Path Portal”);
c. Tempest’s portal system (the “Tempest Portal™);
d. Path Net’s Grafana dashboard (“Grafana” or “Grafana Dashboard”);
e. Crisp; and
f. Other platforms.
Id. at 9] 41-43.
45. WHMCS is software used by Tempest and Path Net to input and track the billing
information of their customers and log the services they provided. /d. at § 41.
46.  The Path Portal is where Path Net’s customers log in to manage their Path Net
services. Id. at 4 42.
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47.  The Tempest Portal is where Tempest’s customers can log in to manage their
Tempest services. /d.

48.  Grafana is open-source software used as an internal system for monitoring Path
Net’s infrastructure necessary to provide its services to clients. /d. at 9 43.

49.  The Grafana Dashboard is also used for storing data with respect to the security
threats and attacks that are attempted on Path and its customers. /d.

50.  Path Net uses this “attack data” to help develop its digital security services. /d.

51.  As CEO of Tempest, Gervais was required to attend bi-weekly meetings for
Tempest. Id. at § 48.

52.  These meetings were attended by the executive staff and key management people
in the organization. /d.

53.  During these meetings, Gervais was privy to sensitive and confidential information
including, but not limited to:

a. Long- and short-term growth strategies for Path Net and Tempest;
b. Strategies to go after large corporate customers with lucrative contracts;

c. Tailoring Path Net and Tempest’s offerings to meet market demands, particularly
for large corporate customers;

d. Competitive pricing of hardware and services for customers;

e. Monthly and annual budgeting of corporate expenses, including for acquisition of
new hardware, servers, and intellectual property;

f. Planning for growth into new markets and regions around the world — to better
deliver services to new customers;

g. Development of new proprietary software, filters and cybersecurity projects by
Path Net;

h. Emerging cybersecurity threats and Path Net’s plans to respond to them;

i. Private customer information, including the identity/contact details of various
customers and their specific hosting and cybersecurity needs; and

j.  The overall budgeting and financial wellbeing of Path Net and Tempest.

ld.
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54.  Gervais understood, and has acknowledged, the sensitive and confidential nature
of the information he received during his employment with Path Net and Tempest. Exhibit A at
9 50.

55.  Gervais understood, and has acknowledged, that the information he was privy to
could be used to undercut or compromise the competitive edge of Path Net or Tempest. /d.

After Gervais is demoted, he begins talking to Roosen, who was the CEO of a Path Net
competitor

56.  On June 23, 2022, Lee Stubbs (“Stubbs”), an employee of Path Net, learned of
‘active scanning’ by someone at Path Net and informed Webb. /d. at 4 54.

57.  ‘Active Scanning,’ in layman’s terms, is a method of examining computer systems
by intentionally sending electronic signals or connection requests to those systems and analyzing
how they respond. Through this process, the party conducting the scan can identify whether
systems are online, what digital “doors” are open, how the systems are configured, what type of
operating systems they use, and whether they contain security weaknesses. This type of scanning
requires direct interaction with the targeted systems and is not passive observation—it involves
probing the systems themselves to gather detailed technical information.

58.  After Webb learned this information, he commenced an investigation with Stubbs
and another person from Path Net’s Management, Dylan Kraklan (“Kraklan”). /d.

59.  As part of the investigation, Gervais was interviewed. Id. at § 55.

60.  During his interview, Gervais admitted to ‘active scanning’ of GSK. /d.

61.  Additionally, Gervais advised Stubbs and Kraklan that ‘active scanning’ was not
illegal in Canada as far as he knew and he did not consider it to be a big deal. /d.

62. As a result of Path Net’s investigation, on June 24, 2022, Gervais was removed as
CEO of Tempest, effectively immediately, and placed on suspension. /d. at 9 56.

63.  Gervais’ suspension lasted until June 30, 2022, at which point he was demoted
from CEO to COO. Id. at 9§ 57.

64.  Gervais’ signed a new Employment Agreement reflecting his demotion.

(Page 8, Case No.: CV2025-066422)




Rose Law Group pc
7144 East Stetson Drive, Suite 300

Scottsdale, AZ 85251
NN NN NN NN = ks s e e
N T o N & N O T N R T = T < T T = R U S U, OV

N
o¢]

65.  The terms of his new Employment Agreement were materially the same as the prior
Employment Agreements and ICAs. Exhibit A at 9 64.

66.  During his suspension, Gervais contacted a former Path Net employee via Signal.
Id. at 9 58.

67.  Gervais told the former employee that he was going to “walk to [Webb’s] biggest
competitor and drown [his] company,” indicating his desire to cause severe harm to Path Net. /d.
at 9 59 (referencing Signal chat logs between Gervais and former Path Net employee dated June
23 to 24, 2022).

68.  Also, during his suspension, specifically on June 24, 2022, Gervais was contacted
by Roosen. /d. at q 61.

69.  Roosen serves as the CEO and founder of Cosmic and GSK. /d.

70.  Roosen advised Gervais that he had heard of Gervais’ suspension and inquired how
he was doing. /d.

71.  Gervais thanked Roosen for his consideration of his well-being and left the
conversation at that. /d.

Roosen communicates with Path Net clients

72. At around this same time, Gervais became aware that Roosen and/or GSK were
soliciting Path Net clients. /d. at § 62.

73.  Specifically, Gervais became aware that Roosen was communicating with Path Net
clients Victor Heilskov, Anthony Modica, Kubbur, Vital Game Network, and Nexus Online
Services. Id.

74.  As it relates to Kubbur, Roosen communicated with its employees Leifur Steinn
Gunnarson (“Gunnarson’) and Nathan Gimblett (“Gimblett”). /d. at 9 69.

75.  Roosen knew that Kubbur was a customer of Path Net and Tempest. /d.

76.  Roosen represented to Mr. Gunnarson that Tempest was going bankrupt, implying
that if Kubbur cared about maintaining reliable service, it should terminate its agreements with

Path Net and Tempest, and instead, subscribe to his company, GSK. /d. at q 70.
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77.  To support his statements, Roosen sent Mr. Gunnarson screenshots of
conversations Roosen had with others. /d. at 9 71.

78.  The screenshots included statements dated June 29, 2022, stating, in other words,
that Tempest was broke, had no money, and its operating account went negative monthly. /d.
(referencing Discord chat logs with Roosen of GSK, dated April 14 to August 14, 2022).

79.  OnlJuly 8,2022, Roosen contacted Nexus Online Services (“Nexus”), via its owner
“Kyle.” Id. at q 73.

80.  Nexus was both a customer of Path Net, Tempest, and GSK at the time. /d.

81.  Roosen provided Nexus with the same information that he provided to Kubbur —
that Path Net and Tempest were in financial trouble. /d. at 9 74.

82.  Roosen went one step further and advised Nexus that if it wanted to maintain
reliable service in the future, it should terminate their agreements with Tempest. /d. (referencing
Discord correspondence with “Kyle,” dated July 8, 2022).

83.  Around the same time, Roosen contacted Vital Game Network (“Vital Network™).
Id. at 9 75.

84.  Similar to Nexus, Vital Network was, or at a minimum was at one point in time, a
customer of both Path Net and GSK. /d.

85.  Inan attempt to induce Vital Network to switch service providers from Path Net to
GSK, Roosen advised Vital Network that Path Net and Tempest were insolvent and at risk of
shutting down. /d.

86.  Vital Network subsequently terminated its agreements with Tempest. Id. at 9 76.

87.  On July 17, 2022, Roosen also contacted Anthony Modica (online username of
‘Silvery’) and advised him that Tempest was going bankrupt and shutting down imminently. /d.
at 9 80 (referencing Discord chat between A. Modica and Roosen dated July 17, 2022, and Signed
Statement of A. Modica with exhibits dated July 18, 2022).

Roosen Begins Contacting Path Net Employees
88.  Upon information and belief, beginning in or about Summer 2022, Roosen began

attempting to contact Path Net employees.
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89.  Upon information and belief, Roosen, at minimum, attempted to contact Edward
Coristine, Lee Stubbs, Joseph Sorensen, and Yvonne Irizarry.

90.  Upon information and belief, Roosen initiated these attempts in order to obtain
confidential information of Path Net.

91.  Specifically, sometime in 2022, Path Net discovered Edward Coristine
(“Coristine”), an intern at the time, accessing sensitive and confidential information of Path Net
without approval and/or authority.

92.  Upon information and belief, during Coristine’s employment with Path Net,
Roosen and Coristine had discussions concerning Path Net’s confidential information.

93.  Coristine admitted to stealing Path Net’s confidential information.

94.  Coristine was subsequently terminated in 2022.

95.  Upon information and belief, Coristine provided confidential information of Path
Net to Roosen prior to his termination.

96.  Additionally, upon information and belief, Coristine considered legal action after
discussions with Roosen.

97.  Upon information and belief, Roosen encouraged Coristine to initiate legal action
against Path Net.

98.  Upon information and belief, Roosen offered to pay for Coristine’s legal fees if he
moved forward with legal action against Path Net.

Gervais Resigns and then Hacks into Path Net’s Servers

99.  On September 15, 2022, Gervais resigned from Path Net. /d. at § 86.

100. Fifteen days later, on September 30, 2022, despite no longer being an employee of
Path Net, Gervais unlawfully accessed Path Net’s servers. /d. at ] 87.

The Gervais and Roosen Conspiracy Begins

101. On December 24, 2022, Roosen and Gervais began discussions over the encrypted
messaging app Signal. /d. at § 90.

102. Upon information and belief, Roosen and Gervais began discussion prior to

December 24, 2022; however, such communications were deleted by Gervais and/or Roosen.
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103. Additionally, upon information and belief, communications between Roosen and
Gervais between December 24, 2022, and January 2, 2023, were deleted.

104. Specifically, a private chat was made between Gervais and Roosen.

105. Due to the apparent deletion, Plaintiffs are deprived of ever knowing all
communications that were exchanged between Gervais and Roosen.

106. Messages preserved by an Independent Supervising Solicitor (“ISS”) (similar to a
Special Discovery Master) detail the conversations between Roosen and Gervais. See Signal chat
between Roosen and Gervais, dated December 24, 2022, to January 5, 2023, attached as Exhibit
B.

107. Additionally, images taken by the ISS detail text messages between Roosen and
Gervais.

108.  Among other things, Roosen and Gervais discussed Gervais’ improper efforts to
access Path Net’s network after leaving the company. Exhibit A at 9 90.

Gervais Steals Path Net’s Confidential and Sensitive Information
109. Between December 24, 2022, and January 5, 2023, Gervais hacked into Path Net’s

Network again and stole a significant amount of confidential and sensitive information. /d. at
91-92.

110. Upon information and belief, Gervais engaged in such behavior at the direction of
Roosen.

111. Specifically, on January 2, 2023, Gervais sent Roosen several messages to Roosen
containing Path Net’s Firewall Rules (the “Firewall Rules”). Exhibit B at p. 3—6.

112. The Firewall Rules were stored on Path Net’s load balancers.

113.  Upon information and belief, Gervais was able to access the Firewall Rules by
hacking into Path Net’s load balancers.

114. In addition to the Firewall Rules, Gervais provided Roosen with codes taken from
Path Net’s ‘configuration repository’ (the “Configuration Repository™). Id. at p. 3-9.

115. The Configuration Repository stores Path Net’s client and network configuration

information.
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116. The network configuration information describes how Path Net calculates latency
between server locations to provide optimal routing for customers.

117. By providing this data to Roosen and GSK, Gervais enabled Roosen to copy Path
Net’s network efficiency.

118. Gervais also provided Roosen with Path Net’s encryption keys (the “Encryption
Keys”). Id. at p. 9-10.

119. The Encryption Keys are used to encrypt traffic transmitted between Path Net’s
servers.

120. Additionally, Gervais provided Roosen with Path Net’s password for
“Prometheus,” which is Path Net’s protocol for exchanging statistics about Path Net’s network.
Id atp.7.

121. Gervais also provided Roosen with Path Net’s coinpayments.com
(“CoinPayments”) SSL certificate. /d. at p. 20-23.

122. CoinPayments is a cryptocurrency exchange and longtime Path Net customer.

123. SSL certificates are used to encrypt web traffic for customers.

124. Customers, like CoinPayments, use these “keys” to exchange sensitive financial
data, underscoring the reality that Path Net’s business cannot survive without its’ customers being
confident their data is secure.

125. Gervais was aware of this necessity as he messaged Roosen indicating that the
stolen information was extremely valuable. Indeed, the above data constituted confidential and
valuable commercial information that Path Net took care to keep confidential. Id. at p. 7.

126. To confirm his suspicions, on January 2, 2023, Gervais inquired as to what Roosen
believed the stolen information was worth. /d.

127. Roosen believed that the stolen information Gervais had provided to him at that
point in time would be worth “probably at least $1337.69.” Id.

128. That same date, Gervais informed Roosen that he desired to sell Path Net’s
confidential information. /d. at p. 73.

129. At the time, Gervais informed Roosen that his “take [was] 376M[B] of data. /d.
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130. Gervais then asked Roosen if he would pay $5 per MB. /d.

131. Roosen responded “[s]ure” to Gervais’ offer and asked whether it included Path
Net’s code. /d.

132. Gervais informed Roosen that it “[i]ncludes everything I took, which includes
code, and their xdp crap ...” Id.

133. Inresponse, Roosen informed Gervais that he was “not interested in it because it’s
good, I already know its shit, [b]ut theres some [] use for it.” /d.

134.  Upon information and belief, Roosen had previously gained access to Path Net’s
confidential xdp information through his attempted interactions with Path Net employees.

135.  Upon information and belief, Gervais absconded with no less than 375 MB of data
from Path Net, but it is more likely that the amount of stolen data is in excess of 420MB. Id. at
73, 76.

136. On information and belief, Gervais was motivated in part by his desire to seek
retribution from the employer that had demoted him.

137. The confidential and sensitive data that was stolen from Path Net included, but was
not limited to, customer lists, source code, slide decks for investors and other opportunities,
credentials associated with the user accounts for Path Net’s management staff, invoices,
credentials in support of operating billing software, business purchase agreements, network
configuration data, customer domains, and internal configuration of Path Net’s load balancers.
Roosen purchases Path Net’s stolen confidential information

138. After Gervais indicated that he desired to sell everything he stole, Roosen took him
up on it. Id. at p. 73.

139. Roosen indicated that he had some use for it. /d.

140. Roosen went further to instruct Gervais to cover his tracks, effectively destroying
any trace of the theft. /d.

141. Gervais specifically identified material that was the most useful and pertinent for

Roosen and the other Defendants’ business operations. /d. at p. 55-71.
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142. Gervais and Roosen agreed to exchange payment for the stolen data via
cryptocurrency. Id. at p. 73-76.

143. At one point in time, after Roosen and Gervais agreed upon a sale of Plaintiffs’
confidential information, Roosen asked Gervais if he was “getting cold feet.” Id. at p. 75.

144. Upon request from Roosen, Gervais provided his cryptocurrency wallet
information. /d. at p. 76.

145. After Gervais provided the information, Roosen paid Gervais 0.49727579 ETH.
1d.; see also Details of Crypto Payment from Roosen to Gervais, dated January 2, 2023, attached
as Exhibit C.

146. Upon information and belief, the approximate value of 0.49727579 ETH at the time
Roosen paid Gervais was $603.68. See Exhibit C.

147. Roosen informed Gervais his preferred method of retrieving the data was a zip file
uploaded to a third-party website. Exhibit B at p. 77.

148. During this time, Roosen messaged Gervais and stated, “I wonder how long it’d
take [Path Net and Tempest] to go back on line, if ever.” /d. at p. 54.

149. At one point during the heist, Gervais expressed concern to Roosen that it was a
“stupid amount of risk to grab this all.” Id. at p. 71.

150. In response, Roosen suggested Gervais could mitigate his risk by destroying Path
Net’s network to conceal any evidence of his hacking, which would leave “no logs.” Id.

151. Gervais provided the stolen information in two parts to Roosen, of which the first
part was provided on January 3, 2023. Id. at p. 77.

152. Part one contained, among other things, confidential and sensitive information
relating to infrastructure, contracts, resources, client list, and out-of-band information (referring
to management/communication separate from the main network, vital for recovery). /d.

153. Part two contained, among other things, Path Net’s XDP information. /d. at 78.

154. Roosen, at minimum, accessed the stolen information on January 4, 2023. 1d.

155. During this period, upon information and belief, Roosen was in contact with

“NTT.” Id. at p. 78-79.
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156. At the time, NTT was a supplier of Path Net.

157. Additionally, Roosen took a strong interest in one of Path Net’s customers,
BattleMetrics. Id. at 82.

158. Gervais also shared Mr. Webb’s personal credit card information with Roosen. /d.
at p. 84.

159. In response, Roosen suggested that they use it to buy dedicated servers from his
company, GSK. /d.

160. On January 5, 2023, after Gervais had already shared significant portions of
confidential and sensitive information with Roosen, Roosen stated to Gervais, “Yo bro send the
main archive ...” Id. at p. 94.

161. Gervais shared another zip file to Roosen on January 5, 2023. Id. at p. 89.

162. The additional zip file contained miscellaneous files of Path Net’s as well as Path
Net’s core “py [python code] for xdp [Path Net’s proprietary DDoS mitigation support
technology].” 1d.

163. Gervais also told Roosen he could use Tempest’s Signal chat history in order to sue
them. /d.

164. Roosen responded by providing Gervais a tool (signal-export) so that Gervais could
provide him with Tempest’s Signal chat history. /d.

165. Upon information and belief, additional communications between Roosen and
Gervais were had; however, Roosen and/or Gervais subsequently caused them to be deleted in
order to hide their unlawful behavior.

The Attempted Extortion

166. On January 5, 2023, specifically at 6:37 PM MST (or 8:37 PM EST), an individual
going by the username / handle of “Archetype” on the communications app Discord posted to
the Discord channel of a former Path Net customer known as Frantech. Exhibit A at 9 93.

167. ‘Archetype’ tagged Webb in his post to get his attention. /d.

168. In his post, Archetype advised that “theres a lot of code on same in a private

community”. /d.
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169. The code ‘Archetype’ was referring to was Path Net’s code. /d.

170. Upon receiving this post, Path Net directed their employee to correspond with
‘Archetype’ via private message on Discord. /d. at ] 94.

171. Between approximately 9:00 PM EST and 11:28 PM EST, the Path Net employee
corresponded with ‘Archetype’ via private messages on Discord. See Discord chat between Mr.
Hiltz and ‘Archetype,” dated January 6, 2023, attached as Exhibit D.

172. The online profile page for the user ‘Archetype’ indicated that the profile was
created the same day that Gervais shared the final file of Plaintiffs’ confidential and sensitive
data to Roosen. Exhibit A at 4 95.

173. In response to ‘Archetype’s’ original message, Path Net’s employee asked for
information on the “private community” where Path Net’s most sensitive and confidential
information was being advertised for ransom by another person. Exhibit D; Exhibit A at § 96
(a).

174. ‘Archetype’ refused to provide access to the “private community” on the basis that
was invite-only. /d.; Exhibit A at q 96 (b).

175. Path Net’s employee asked ‘Archetype’ to provide information or snippets of Path
Net’s code or data being ransomed. /d.; Exhibit A at 4 96 (c).

176. ‘Archetype’ provided snippets of code in order to demonstrate to Path Net that the
information was, in fact, theirs. /d.; Exhibit A at § 96 (c).

177. Path Net was able to verify the authenticity of the code fragments provided by
‘Archetype’ and found the code was part of Path Net’s proprietary DDoS mitigation program —
the most important and valuable aspect of Path Net’s business. Exhibit A at § 99.

178. Path Net’s employee asked ‘Archetype’ for information with respect to the name
or location of Path net’s hacker/ransomer. /d.; Exhibit A at 4 96 (e).

179. In response, ‘Archetype’ responded that the hacker/ransomer was operating on
“tor,” or in layman’s terms, an encrypted secure internet protocol that is used by users on the

dark web to carry illicit transactions online. /d.; Exhibit A at 9 96 (e).
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180. ‘Archetype’ refused to provide a link to access the TOR network to communicate
with the hacker/ransomer. /d.; Exhibit A at q 96 (e).

181. Following a request for more information regarding Path Net’s stolen confidential
information, ‘Archetype’ replied that the hacker/ransomer was advertising the following highly
sensitive and proprietary of Path Net for sale:

Path Net’s C source code (C is a computer programming language);

o @

Path Net’s Python source code (Python is a computer programming language);
Path Net’s Portal source code;
Tempest’s WHMCS database backup data;

e. IP addresses of all of Path Net’s firewall servers;

f. SSL certificates from NGINX; and

g. More than 200MB of data.
1d.; Exhibit A at q 96 (f).

182. The ransom price ‘Archetype’ request was $800,000. /d.; Exhibit A at 4 97.

/o

Roosen continues to contact Path Net employees

183. After the extortion attempt, Roosen continued to contact Path Net employees.

184. Upon information and belief, Roosen’s attempts to contact Path Net employees
were based on improper means, including but not limited to, making false statements, obtaining
confidential information, and stealing customers.

Path Net sues Gervais in Canada

185. Almost immediately, Plaintiffs filed a lawsuit in Canada against Gervais, among
others (the “Canadian Litigation™).

186. Upon information and belief, as part of the Canadian Litigation, Roosen submitted
an Affidavit to the court (the “Canadian Affidavit”).

187. Roosen’s Canadian Affidavit was submitted more than two months after he had
paid Gervais for Path Net’s stolen confidential information.

188. Upon information and belief, Roosen’s Canadian Affidavit contained one or more

false sworn statements.
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189. Specifically, in the Canadian Affidavit, Roosen avowed, “Mr. Gervais did not
provide any confidential information to me surrounding the Plaintiffs’ business.” See Affidavit
of Rene Roosen dated March 14, 2023, q 14, attached as Exhibit E.

190. As part of the Canadian Litigation, Plaintiffs learned of Defendants’ involvement
in Gervais’ criminal scheme.

191. Specifically in November 2024, the ISS released documents and other related
evidence to Plaintiffs’ attorneys in the Canadian Litigation.

192. Prior to this time, Plaintiffs were unaware of Roosen’s involvement in the theft and
subsequent attempted extortion.

193. Additionally, as part of the Canadian Litigation, Plaintiffs uncovered that Roosen
was involved in Gervais’ defense.

194.  Upon information and belief, Roosen funded portions of Gervais’ defense and/or
directed Gervais’ defense in order to cause harm to Webb and Plaintiffs.

195. Plaintiffs and Gervais have since settled the Canadian Litigation.

FIRST CLAIM FOR RELIEF

Misappropriation of Trade Secrets under the Arizona Uniform Trade
Secrets Act, A.R.S. § 44-401 et. seq.
(Against all Defendants)

196. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

197. With the assistance of and in concert with Gervais, Defendants wrongfully took
Plaintiffs’ trade secrets (e.g., source code, IP addresses, SSL certificates, etc.).

198. Without Plaintiffs’ consent, Defendants wrongfully disclosed and/or used
Plaintiffs’ trade secrets to solicit Path Net customers, gain a competitive advantage, or otherwise
harm Plaintiffs.

199. Plaintiffs took reasonable measures to protect its trade secret information and to

maintain the confidentiality of information regarding its employees, clients, services,
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relationships, pricing, business opportunities, technology, strategies, and other categories of
information comprising Path Net’s confidential information.

200. While Defendants did not hack into Path Net’s servers or steal its confidential
information, Defendant Roosen authorized, directed, or otherwise encouraged Gervais to do so.

201. By doing do, Roosen has ratified Gervais’ wrongful conduct constituting
misappropriation of Path Net’s trade secrets.

202. Defendants knew Path Net’s trade secrets were acquired by improper means.

203. In fact, despite this knowledge, Defendants paid Gervais in order to access the
stolen confidential information.

204. Upon information and belief, Defendants used Path Net’s trade secrets to gain a
competitive advantage in the marketplace.

205. Upon information and belief, one of the uses of Path Net’s trade secrets was an
attempted extortion, wherein the ransom price was set at $800,000.

206. Upon information and belief, Defendants continue to use Path Net’s trade secrets.

207. Defendants’ misappropriation was willful and malicious.

208. Plaintiffs were damaged in an amount to be proved at trial as a result of their loss
of customers and their confidential information and processes.

209. At all times relevant to this matter, Defendants acted willfully and maliciously,
intentionally disregarding Plaintiffs’ rights, warranting an award of exemplary damages. A.R.S.
§ 44-403.

SECOND CLAIM FOR RELIEF

Conversion
(Against all Defendants)

210. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.
211. Upon information and belief, Defendants have used the confidential information

stolen by Gervais for their own benefit.

(Page 20, Case No.: CV2025-066422)




Rose Law Group pc
7144 East Stetson Drive, Suite 300

Scottsdale, AZ 85251
NN NN NN NN = ks s e e
N T o N & N O T N R T = T < T T = R U S U, OV

N
o¢]

212. In fact, Defendants solicited, encouraged, or otherwise assisted Gervais in the theft
of Path Net’s confidential information.

213. Defendants obtained this information by purchasing it from Gervais.

214. The information wrongfully stolen from Path Net, purchased by Defendants, which
upon information and belief, they continue to retain and use, has significant value to Path Net.

215. Plaintiffs have suffered and will continue to suffer significant harm from the
Defendants’ continued use and possession of Path Net’s confidential information.

216. Specifically, Path Net was the victim of an attempted extortion wherein it was
demanded they pay $800,000 in order to receive the stolen confidential information back.

217. Plaintiffs have suffered damages as the results of Defendants’ conduct alleged
herein, and Defendants are liable to Plaintiffs for the full value of all property wrongfully
converted in an amount to be proven at trial.

218. At all times relevant to this matter, Defendants acted willfully and maliciously,
intentionally disregarding Plaintiffs’ rights, warranting an award of punitive damages.

THIRD CLAIM FOR RELIEF

Violation of Arizona RICO Law, A.R.S. § 13-2301, ef seq.
(Against All Defendants)

219. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

220. Under A.R.S. § 13-1201(D)(2), an “enterprise” is defined as “any corporation,
partnership, association, labor union or other legal entity or any group of persons associated in
fact although not a legal entity.”

221. The association between Defendants and Gervais constitutes an “enterprise” under
A.R.S. 13-2301(D)(2).

222. The enterprise comprising of Defendants and Gervais committed trade secret theft
and attempted extortion.

223. The aforementioned acts of Defendants (and Gervais) constitute “Racketeering.”
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224. In fact, the aforementioned acts are chargeable under the laws of Arizona and are
punishable by imprisonment for more than one year under the laws of Arizona. See A.R.S. § 13-
2301(D)(4)(b)(v); A.R.S. § 13-1820(C) (classifying trade secret theft as a class 5 felony); A.R.S.
§ 13-702(D) (listing the presumptive sentence for a class 5 felony as 1.5 years).

225. Roosen authorized, requested, commanded, ratified or recklessly tolerated the
unlawful conduct of Gervais.

226. Additionally, Cosmic and GSK’s director, principal, or high managerial agents
performed, authorized, requested, commanded, ratified or recklessly tolerated the unlawful
conduct of Gervais.

227. Plaintiffs are entitled to treble damages and the costs of the suit, including
reasonable attorney fees for trial and appellate representation. See A.R.S. § 13-2314.04.

FOURTH CLAIM FOR RELIEF

Tortious Interference with Business Relationships and/or Expectancies
(Against all Defendants)

228. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

229. As aresult of purchasing Path Net’s stolen confidential information from Gervais,
Defendants gained knowledge of the contracts and business relationships, both actual and
prospective, between Path Net and its customers.

230. As aresult of its prior contractual and client relationships, including the extended
duration of those relationships, as well as a result of Path Net’s standing in the
cybersecurity/technology space, Plaintiffs have a reasonable expectation that its contractual and
client relationships will continue and that additional contractual relationships advantageous to
Plaintiffs will be formed.

231. Defendants, through their conduct described herein, and conduct still unknown to
Plaintiffs, have interfered with the business relationships Plaintiffs and their clients and have
interfered with Plaintiff’s prospective business advantage with respect to its relationships with

its clients.
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232. Plaintiffs have been damaged by the aforementioned acts of the Defendants in an
amount to be proven at trial.

233. Plaintiffs are entitled to equitable disgorgement from Defendants as the result of
Defendants’ acts alleged herein, including all benefits Defendants received as a result of their
wrongful conduct.

234. At all times relevant to this matter, Defendants acted willfully and maliciously,
intentionally disregarding Plaintiffs’ rights, warranting an award of punitive damages.

FIFTH CLAIM FOR RELIEF

Tortious Interference with Contractual Relations
(Against all Defendants)

235. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

236. Defendants knew or should have known that Gervais was subject to the
Employment Agreements or ICAs that he entered into with Path Net.

237. Each of Gervais’ agreements with Path Net, among other things, prohibited Gervais
from sharing confidential information.

238. Upon information and belief, Roosen encouraged Gervais to breach his
Employment Agreements and/or ICAs.

239. By the conduct described herein, each of the Defendants intentionally and/or
tortiously interfered with the contractual relationship between Gervais and Path Net.

240. Plaintiffs have been damaged by the aforementioned acts of the Defendants in an
amount to be determined at trial.

241. At all times relevant to this matter, Defendants acted willfully and maliciously,
intentionally disregarding Plaintiffs’ rights, warranting an award of punitive damages.
/17
/17
/17
/17
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SIXTH CLAIM FOR RELIEF

Tortious Interference with Contractual Relations
(Against all Defendants)

242. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

243. Upon information and belief, Defendants entered into an agreement (with each
other and/or Gervais) to steal and use Path Net’s confidential, proprietary, and/or trade secret
information to the benefit of Defendants and to the detriment of Plaintiffs and to interfere with
the Agreements between Path Net and the Gervais; Path Net’s contracts and relationships with
clients and employees; and Path Net’s business expectancies and prospective client relationships.

244. Upon information and belief, Defendants conspired for Gervais to breach his
fiduciary duties owed to Path Net that sound both in contract and in common law.

245. The acts taken in furtherance of Defendants’ agreement seriously interfere with
Plaintiffs’ right to possess and use the information and property to its own benefit.

246. Plaintiffs have suffered damages as a result of the conduct alleged herein in an
amount to be determined at trial.

247. At all times relevant to this matter, Defendants acted willfully and maliciously,
intentionally disregarding Plaintiffs’ rights, warranting an award of punitive damages.

SEVENTH CLAIM FOR RELIEF

Civil Conspiracy
(Against all Defendants)

248. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

249. At all relevant times herein, upon information and belief, Defendants acted in
concert with Gervais to hack into and steal Path Net’s confidential and sensitive information.

250. Upon information and belief, Defendants entered into an agreement with each other

and Gervais to hack into Path Net’s networks, abscond with confidential and sensitive

(Page 24, Case No.: CV2025-066422)




Rose Law Group pc
7144 East Stetson Drive, Suite 300

Scottsdale, AZ 85251

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

information, and ultimately purchase the stolen data from Gervais to the benefit of Defendants
and to the detriment of Plaintiffs.

251. Alternatively, at minimum, Defendants knowingly agreed to and participated in a
common plan and scheme to commit intentional and unlawful acts, including the tortious conduct
alleged herein.

252. In furtherance of the conspiracy, Defendants each committed overt acts and
knowingly assisted, encouraged, directed, or ratified the tortious conduct of their co-conspirators
(Gervais), with the intent to benefit from the unlawful scheme.

253. By way of example, when Defendants decided to purchase the stolen data from
Gervais, they ratified, supported, or otherwise encouraged his tortious behavior.

254. At all relevant times herein, upon information and belief, Defendants acted in
concert with Gervais to hack into and steal Path Net’s confidential and sensitive information.

255. Plaintiffs have suffered damages as a direct result of Defendants and Gervais’
conspiracy in an amount to be determined at trial.

256. Under Arizona law, each participant in a civil conspiracy is liable for all acts
committed by every other conspirator in furtherance of the conspiracy, regardless of whether a
particular defendant/co-conspirator committed each underlying act. See A.R.S. § 12-2506(D).

257. Defendants are therefore jointly and severally liable for all damages caused by the
conspiracy and the tortious acts committed in furtherance thereof, including all economic losses,
consequential damages, and other damages suffered by Plaintiffs.

258. As a result, Defendants may not avoid or reduce their liability by attempting to
attribute fault or damages to non-parties, absent actors, or co-conspirators, as Arizona law
imposes full liability on each Defendant, independently of one another, for the harm caused by
their collective conduct.

259. Further, at all times relevant to this matter, Defendants acted willfully and
maliciously, intentionally disregarding Plaintiffs’ rights, warranting an award of punitive
damages.

/17
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260.

EIGHTH CLAIM FOR RELIEF

Aiding and Abetting
(Against all Defendants)

Plaintiffs reallege and incorporate by reference all of the matters set forth in the

preceding paragraphs of this Complaint as if fully set forth herein.

261.

limited to:

262.
paragraph.
263.

a.

b.

Gervais engaged in significant and substantial tortious conduct including but not

Breached his fiduciary duties owed to Path Net;

Breached his contractual obligations to Path Net;

Misappropriated confidential, proprietary information of Path Net;

Intentionally interfered with Path Net’s contractual relations and prospective
business advantage;

Converted Path Net’s property; and

Upon information and belief, Gervais was involved in the attempted extortion of
Path Net.

Plaintiffs were injured by the conduct of Gervais which is alleged in the preceding

Defendants knew, or should have known, that Gervais’ conduct:

Constituted a breach of his fiduciary duties owed to Path Net;

Constituted a breach of his contractual obligations to Path Net;

Constituted misappropriation of confidential, proprietary information of Path Net;
Interfered with Path Net’s contractual relations and prospective business
advantage;

Converted Path Net’s property; and

Was involved in the attempted extortion of Path Net.

Defendants substantially assisted or encouraged Gervais to:

Breach his fiduciary duties owed to Path Net;

Breach his contractual obligations to Path Net;
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c. Misappropriate Path Net’s confidential, proprietary information;

d. Interfere with Path Net’s contracts;

e. Interfere with Path Net’s contractual relations and prospective business advantage;
f. Convert Path Net’s property; and

g. Attempt to extort Path Net.

265. Under Arizona law, a defendant who knowingly provides substantial assistance or
encouragement to another in the commission of a tort is liable as a tortfeasor for the resulting
harm.

266. Because Defendants’ liability arises from intentional participation in and
substantial assistance of Gervais’ tortious conduct, Defendants acted in concert with each other,
and him, and are jointly and severally liable to Plaintiffs for all of the damages caused by the
underlying torts, regardless of whether Defendants personally committed each act.

267. As a result, Defendants may not avoid or reduce their liability by attempting to
attribute fault or damages to non-parties, absent actors, or co-conspirators, as Arizona law
imposes full liability on each Defendant, independently of one another, for the harm caused by
their collective conduct.

268. Further, at all times relevant to this matter, Defendants acted willfully and
maliciously, intentionally disregarding Plaintiffs’ rights, warranting an award of punitive
damages.

NINTH CLAIM FOR RELIEF

Unfair Competition
(Against all Defendants)

269. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

270. At all times relevant herein, Path Net was (and still is) engaged in a legitimate
business and competes fairly in the marketplace through lawful means.

271. Defendants, individually and in concert with others, engaged in unfair and

improper business conduct designed to obtain an unfair competitive advantage over Path Net.
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272. Defendants’ unfair competition extends beyond misappropriation of trade secrets,
but is also based on independent wrongful conduct.

273. Defendants’ unfair competition, upon information and belief, includes, but is not
limited to:

a. The coordinated misuse and exploitation of Plaintiffs’ confidential and proprietary
information, including the trade secrets referenced herein;

b. Attempted extortionate and coercive conduct using Plaintiffs’ stolen data;

c. Interference with Path Net’s contractual and prospective business relationships
through improper means; and

d. Participation in a coordinated scheme to exploit Path Net’s business operations for
commercial gain.

274. Defendants’ conduct was wrongful, deceptive, and unfair, and exceeded the bounds
of legitimate competition recognized under Arizona law.

275. Defendants undertook the foregoing conduct knowingly and intentionally, with the
purpose of gaining advantages not available through lawful competition and of harming
Plaintiffs’ business interests.

276. Defendants acted in concert with others, including by encouraging, facilitating,
assisting, and/or ratifying the wrongful conduct described herein, and was aware that such
conduct constituted improper and unfair competition.

277. Defendant’s unfair competition was a direct and proximate cause of harm to
Plaintiffs, including lost business opportunities, investigative and remediation costs, disruption
of business operations, and damage to goodwill and competitive position.

278. Because Defendants’ liability for unfair competitions arises from intentional
participation in and substantial assistance of Gervais’ (and others) tortious conduct, Defendants
acted in concert with each other -- and also with Gervais — and are jointly and severally liable to
Plaintiffs for all of the damages caused by the underlying torts, regardless of which Defendant

personally committed each act.
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279. As a result, Defendants may not avoid or reduce their liability by attempting to
attribute fault or damages to non-parties, absent actors, or co-conspirators, as Arizona law
imposes full liability on each Defendant, independently of one another, for the harm caused by
their collective conduct.

280. Further, at all times relevant to this matter, Defendants acted willfully and
maliciously, intentionally disregarding Plaintiffs’ rights, warranting an award of punitive
damages.

TENTH CLAIM FOR RELIEF

Respondeat Superior/Vicarious Liability
(Against all Defendants)

281. Plaintiffs reallege and incorporate by reference all of the matters set forth in the
preceding paragraphs of this Complaint as if fully set forth herein.

282. When committing the acts alleged herein, Gervais acted, at minimum, as an agent
of Defendants.

283. Gervais acted with the purpose and intent to serve and to benefit Defendants when
committing the actions alleged herein.

284. Defendants authorized and/or ratified, and benefitted from, Gervais’ actions
alleged herein, including obtaining and utilizing Path Net’s confidential and proprietary, and
trade secret information, interfering with Path Net’s client relationships and prospective business
advantage, and the additional unlawful conduct described herein.

285. Defendants were aware of this wrongful conduct and encouraged, authorized
and/or ratified or permitted it.

286. In fact, Defendants compensated Gervais for his unlawful conduct.

287. Under principles of respondeat superior and vicarious liability, Defendants are
liable to Plaintiffs for the damages Plaintiffs have suffered as a result of Gervais’ wrongful

conduct in an amount to be determined at trial.
/]
/]
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DEMAND FOR RELIEF

WHEREFORE, Plaintiffs respectfully demand judgment in their favor as follows:

A. For an award of compensatory damages in an amount to be proven at trial,
including but not limited to damages for lost business opportunities, loss of competitive
advantage, investigative and forensic costs, remediation expenses, consequential damages, and
harm to goodwill and business reputation;

B. For disgorgement of all ill-gotten gains, profits, benefits, and unjust enrichment
obtained by Defendants as a result of their wrongful conduct, and for restitution sufficient to
restore Plaintiffs to the position it would have occupied absent Defendants’ misconduct;

C. For all statutory damages and enhanced damages available under applicable law,
including treble damages to the extent authorized under Arizona RICO, A.R.S. § 13-2314.04,
and exemplary or enhanced damages under the Arizona Uniform Trade Secrets Act, A.R.S. § 44-
404, for willful and malicious misappropriation;

D. For an award of punitive damages against Defendants in an amount sufficient to
punish and deter Defendants’ willful, knowing, malicious, fraudulent, and extortionate conduct,
to the fullest extent permitted under Arizona law;

E. For an award of reasonable attorneys’ fees incurred in this action pursuant to
applicable law, including but not limited to A.R.S. § 44-404 and A.R.S. § 13-2314.04, and any
other applicable statutory, contractual, or equitable basis;

F. For an award of taxable and non-taxable costs incurred herein pursuant to
applicable law, including but not limited to A.R.S. § 44-404 and A.R.S. § 13-2314.04, and any

other applicable statutory, contractual, or equitable basis;

G. For pre-judgment and post-judgment interest at the maximum rate allowed by law;
H. For such other and further legal or equitable relief as the Court deems just and
proper.
111
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/11
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RESPECTFULLY SUBMITTED this 30" day of January, 2026.

ROSE LAW GROUP pc

/s/ Ryan T. Bradway

Thomas A. Gilson

Ryan T. Bradway
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Scottsdale, Arizona 85251
Attorneys for Plaintiffs
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SWORN WILL-STATE OF CURTIS MICHAEL GERVAIS
(for use in US litigation or US criminal proceedings)

I, Curtis Michael Gervais, born March 16, 1998, of Lanark, Ontario, Canada, do make and oath and
state:

1.

This sworn statement is provided by me upon my own free will and with the assistance of my
counsel. | have agreed to make this statement as part of my settlement terms in civil litigation in
Toronto, Ontario, Canada, wherein | am a defendant in an action brought by Arizona-based
companies Path Network Inc. (“Path Net”) and Tempest Hosting LLC (“Tempest”) under Court
File No.: CV-24-00730864-0000 (Toronto), originally filed as CV-22-00000100-0000, Perth,
Ontario (the “Canadian Litigation”). Path Net and Tempest are my former employers. Where | use
the term “Path Net” herein, | am referring to both Path Net and Tempest, unless otherwise stated.

This sworn statement is intended by me to be used in the United States of America in civil
litigation or criminal proceedings against Rene ‘Renaul’ Roosen (“Roosen”), the owner and/or
proprietor of Cosmic Global, Inc. d.b.a. Cosmic Global Networks and d.b.a. Cosmic Guard
(“Cosmic”) and HostingKing Inc. d.b.a. GameServerKings (“GSK”) and other persons as
American authorities deem appropriate. Cosmic and GSK are competitors of Path Net and
Tempest. Where | use the term “Roosen”, | am referring to Roosen, GSK and Cosmic.

The matters at issue relevant to Roosen continued after | resigned from Path Net in September
2022 and during the Canadian Litigation from January 2023 to October 2024, while | was
represented by Ontario lawyer Michael Katzman. | have new counsel in the Canadian litigation.
In November 2024, the Canadian Court ordered that ‘preserved data’ be disclosed to Path Net.
The index of the ‘preserved data’ is attached as Schedule A to this my sworn statement.

This statement is not intended to be used against me by Path Net in the Canadian Litigation, in
other litigation or for any other purpose in Canada, the United States or elsewhere. | have an
agreement with Path Net to stay the Canadian Litigation pending Path Net’s civil litigation and/or
criminal proceedings in the United States of America against Roosen and / or others. | have
entered into Minutes of Settlement with Path Net in the Canadian Litigation. Terms of default are
contained in those Minutes of Settlement in the Canadian Litigation.

This sworn statement is based on my direct knowledge unless stated otherwise. Where my
evidence is not based on my direct knowledge, | provide my sources and | make reference to
documents. The documents are enclosed in an Exhibit Book containing Tabs 1 to 47.

My Background

6.

7.

| am, and was at the material times, a resident of the Town of Lanark, Ontario.

Tab 1: Ontario Driver’s License of Curtis Michael Gervais
| do not have a criminalrecord or any civil judgments against me anywhere in the world. | am not,
nor have ever been a bankrupt. The only Canadian civil litigation that | am currently involved in is

Toronto CV-24-00730864-0000, herein referred to as the “Canadian Litigation”.

| am a self-taught engineer. | have no formal degrees backing my knowledge or experience. | have
various certificates relevant to the cyber security industry.
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9.

10.

11.

12.

By way of occupation prior to my employment at Path Net, | have held various roles in the cyber
security industry and the Al industry. | have worked for government contractors in Canada.

At the material times to the Canadian Litigation, | operated various companies involved in online
virtual hosting. | also provide technical support and consulting related to online virtual hosting.

| was, at all material times, the sole director and officer of an Ontario, Canada, company
operating under the name Packet Rabbit. | created Packet Rabbit. It was incorporated according
to the laws of Canada bearing Federal Corporation No: 1250489-8 and Business No:
798959342RC0001. The registered corporate address of Packet Rabbit is 70 Bongard Avenue,
Ottawa, Ontario. Packet Rabbit was, at the material times, in the business of online virtual
hosting — a business that competed with Path Net and Tempest.

Tab 2: Ontario Corporate Profile of Packet Rabbit Inc.

| have operated in the past on the internet with the use of various aliases and / or usernames. At
the material times, | have used aliases and / or usernames including but not limited to:
a) ‘cmg
b) ‘wdmg’
c) curtis@path.net

’

Explanation of Path Net and Tempest

13.

14.

15.

16.

17.

18.

Path Network, Inc. (“Path Net”) is a company incorporated according to the laws of the Delaware,
United States of America, and headquartered in Phoenix, Arizona. Path Net is in the business of
providing online data hosting, cybersecurity, and related services.

Tempest Hosting LLC (“Tempest”) is a wholly-owned subsidiary of Path Net which specializes in
providing online virtual hosting services. As a subsidiary of Path Net, Tempest’s losses are carried
by Path Net. The names Path Net and Tempest are used interchangeably in my statement,
meaning that reference to one is reference to both unless specifically stated.

Marshal Webb (“Webb”) is the founder, owner, and Chief Executive Officer of Path Net and the
founder of Tempest. As Tempest is a subsidiary of Path Net, Webb has indirect and ultimate
ownership and control over Tempest. Webb resides in Phoenix, Arizona.

Path Net is an online data hosting and data security company. Path Net, of its own accord, and
through its subsidiary Tempest, operates a number of server farms / data centers throughout the
world. Its customers pay monthly subscription fees to lease space on its data-secure servers.
The servers are used for hosting the customers’ data ‘on the cloud’.

Path Net specializes in providing online hosting and security services tailored to businesses of all
sizes, including businesses that require added cyber security to support cryptocurrency and
blockchain payment transactions.

Tempest is the arm of Path Net that specializes in the leasing of servers to customers and
providing online virtual hosting. To put it simply, Tempest is a retail-oriented subsidiary of Path
Net’s business.

4929-4803-4136, v. 2
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19.

The businesses of Path Net and Tempest depend on customers having confidence that their data
is secured against all threats — both internal and external to Path Net and Tempest.

Roosen as a Competitor of Path Net and Tempest

20.

21

22.

As stated above, the purpose of my sworn statement is to provide evidence for Path Net and
Tempest against Rene ‘Renaul’ Roosen (“Roosen”). He (Roosen) resides in Texas, United States
of America and in Europe. As mentioned above, Roosen is the owner and/or proprietor of Cosmic
and GSK. Cosmic and GSK are competitors of Path Net and Tempest.

. Roosen has used aliases / usernames on the internet including, but not limited to, the following:

a) ‘Renaul’
b) ‘Rene’

| came to know Roosen through the hosting industry where | am active. | was familiar with Roosen
and his companies prior to becoming a client of Tempest and Path Net as | was evaluating which
option would be better for my company at the time. To state otherwise, | was conducting market
research to better my own business.

My Employment at Path Net and Tempest

23.

24.

25.

26

27.

From July 8, 2021, to September 16, 2022, | was an employee of Tempest. From February 10,
2022, to June 23, 2022, | held the title of Chief Executive Officer of Tempest. From June 30, 2022,
to September 16, 2022, | held the title of the Chief Operations Officer of Tempest.

Throughout my employment, and particularly during my tenure as an officer of Tempest, | had
access to confidential and proprietary information of Path Net and Tempest. | executed various
independent contractor agreements that particularized my duties to Path Net and Tempest. |
explain my duties and obligations to Path Net and Tempest more fully below.

In or about June 2020, | was operating a company named Geek Solutions Inc. | met Path Net’s
CEO, Marshal Webb, by virtue of being a customer of Path Net and Tempest for Geek Solutions.

Tab 3: Agreement between Path Net and Geek Solutions Inc., dated July 14, 2020

. As a customer of Tempest, | became acquainted with Path Net’s informal correspondence on

messaging applications called Discord (https://discord.com/) and Slack. On Discord | used the
handle / username “cmg”.

In or about November 2020, | incorporated Packet Rabbit which thereafter became a customer
of Path Net and Tempest. Like Tempest, Packet Rabbit was an online virtual hosting company.
Through Packet Rabbit | operated servers and leases the servers to customers for monthly
subscription fees. My customers’ data was stored on the servers and made available on the
internet. The website of Packet Rabbit is https://packetrabbitinc.com/ .

Tab 4: Customer Profile Details for Packet Rabbit, Undated

Hired by Tempest as a ‘Community Manager’

28.

OnJuly 8, 2021, | was hired by Path Net to be an independent contractor for Tempest. From July
8 to August 30, 2021, | worked as a Community Manager for Tempest.
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29.

30.

31.

32.

33.

34.

| was referred to Webb for employment by a customer of Path Net known to me as Francisco Dias
(“Dias”) of Frantech a.k.a. PONYNET.

| was hired as a “Community Manager” for Tempest. It is not unusual for companies in the data
security and virtual hosting industry to hire from their customer base.

When | was hired by Path Net, | signed an Independent Contractor Agreement (the “ICA”). |
provided my personal information to Path Net to be memorialized in the ICA. The ICA indicated
that|resided at 1310 1°* Concession B Dalhousie Road, Lanark, Ontario, KOG 1KO. | later provided
my Ontario Driver’s License which indicate my address as the Lanark Property.

Tab 5: ICA between Path Network and Gervais dated July 8, 2021

| signed the ICA via DocuSign. The Docusign Certificate contains the necessary information from
which | signed, including email address and IP address.

When | was hired by Path Net, | provided banking transit information to receive income via direct
deposit from Path Net. | provided Path Net banking information for Packet Rabbit as opposed to
myself personally. Packet Rabbit’s account was with the Royal Bank of Canada.

Throughout my employment with Path Net and Tempest, my income was paid to the Packet
Rabbit’s account at the Royal Bank of Canada.

Promoted to ‘Engineer’ of Tempest

35.

36.

On August 30, 2021, | was promoted to the position of Systems Engineer at Tempest due to my
aptitude for the technical aspects of Tempest’s needs. My contract was with Path Net, but |
worked for both Path Net Tempest.

On August 30, 2021, when | was promoted to ‘engineer’, | signed an Employment Agreement (the
“Employment Agreement”) with Path Net. The terms of the Employment Agreement are
materially similar to that of the ICA with Path Net, and included that:

a) Clause 1(b) - all of my professional time and energy must be solely devoted to the interests
of my employers Path Net and Tempest, and that | was prohibited from acting in a conflict of
interest or conducting other businesses competitive to Path Net;

b) Clause 3(b)-—bonus payments are “in the sole discretion of the CEO” of Path Net;

c) Clauses 6(a) and (b) - I was obliged to maintain the confidentiality of Path Net’s confidential,
sensitive and proprietary information;

d) Clause 6(c) — | was prohibited, during my employment and for three years thereafter, from
soliciting any of Path Net’s employees or agents away from Path Net;

e) Clause 6(d) — | was prohibited from making negative comments or disparaging statements
against Path Net, Tempest, or any of its employees or agents;

f) Clause 6(e) — intellectual property that | developed during my employment relating to the
nature of my employment is the property of Path Net. | was prohibited from using Path Net’s
property, assets, and resources for my own personal benefit;

g) Clause 6(f) — | was required to return all of Path Net’s property, assets, and resources upon
the end of my employment; and

h) Clause 16 —the agreement was to be construed according to the Laws of Arizona, USA.
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37.

38.

39.

Tab 6: Agreement between Path Network, dated August 30, 2021

| signed the Employment Agreement via DocuSign. The Docusign Certificate contains the
necessary information from which | signed, including email address and IP address.

When | was promoted to Director of Engineering, | signed another ICA the terms of which were
materially the same as the ICA dated July 8, 2021.

Tab 7: Independent Contractor Agreement (Director of Engineering) between Path Net
and Curtis Gervais dated February 3, 2022

The relevant terms of the ICA are materially the same as the Employment Agreement, dated

August 30, 2021. For greater certainty, the written agreements that | was bound by, at the material

times, all circumscribed my obligations to Path Net and Tempest - the terms are materially the

same. The relevant terms of the ICA dated February 3, 2022, include:

a) Clauses 3, 3.4 and Schedule B — Compensation — | was compensated at the rate of USD
$7,000 per month starting February 3, 2022. | was not entitled to any bonus payments or other
compensation, which remained in the discretion of Webb;

b) Clause 9, 9.5, and 12.1 — Restrictive Covenants on Confidentiality -l was obliged to maintain
the confidentiality of Path Net’s confidential, sensitive and proprietary information;

c) Clauses 9.5, 12.1-12.2, and 13.1 to 13.8 — Restrictive Covenant regarding Intellectual
Property and Inventions — provides that intellectual property that | developed during my
employment relating to the nature of my employment are the property of Path Net. This
covenant also provides that | was prohibited from using Path Net’s property, assets, and
resources for my own personal benefit;

d) Clause 14, 14.1 and 14.2 - Restrictive Covenant on Non-Solicitation and Non-Interference of
Employees and Agents — provides that | was prohibited, during my employment and for two
years thereafter, from soliciting any of Path Net’s employees or agents away from Path Net;

e) Clause 14, 14.1 and 14.2 - Restrictive Covenant on Non-Solicitation and Non-Interference of
Customers — provides that | was prohibited, during my employment and for two years
thereafter, from soliciting any of Path Net’s customers, clients, prospects, suppliers,
vendors, referral sources or other business relationships away from Path Net;

f) Clause 15 - Non-Competition Restrictive Covenant — provides that | could not take partin a
business enterprise that competed directly or indirectly with Path Net for one year after
conclusion of my employment;

g) Clause 16 — Restrictive Covenant against Disparagement — provides that | was prohibited
from making negative comments or disparaging statements against Path Net, Tempest, or
any of its employees or agents; and

h) Clauses 12.1 and 12.2 — Return of Company Property — provides that | was obliged to return
all of Path Net’s property, assets, and resources upon the end of my employment.

Access to Confidential and Proprietary Information of Path Net and Tempest

40.

41.

Since July 8, 2021, when | began to work for Path Net and Tempest, | was granted access to view
and edit the billing information of customers Tempest.

Tempest uses a software platform called WHMCS to input and track the billing information of its
customers and diarize services provided. Path Net primarily uses a software platform called
Salesforce to diarize the services provided to customers. WHMCS is an automated billing and
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42.

43.

accounting platform. WHMCS was also used for customers of both Tempest and Path Net.

As part of my employment, | had access to Path Net’s portal system (https://portal.path.net/#/)
(the “Path Portal”) for the Tempest Account’” and to Tempest’s portal system
(https://portal.tempest.net) (the “Tempest Portal”). The Path Portal is where Path Net’s
customers can log in to manage their Path Net services. The Tempest Portal is where Tempest’s
customers can log in to manage their Tempest services.

Further, as part of my employment, | had access to Path Net’s Grafana dashboard (“Grafana” or
“Grafana Dashboard”). Grafana is an open-source software used as an internal system for
monitoring Path Net’s infrastructure necessary to providing its services to clients. The Grafana
dashboard is also used for storing data with respect to the security threats and attacks which are
attempted on Path Net and its customers. This “attack data” is used by Path Net to help develop
its digital security services.

Promoted to CEO of Tempest

44.

45.

46.

47.

In or about February 2022, | was promoted by Webb to the position of CEO for Tempest. No new
Employment Agreement, ICA, nor any other agreement was created at the time - | acknowledged
to Webb that | remained bound by the prior agreements all of which were materially the same.
With this promotion, my income increased respective to the change in title.

As CEO of Tempest, my duties including managing shifts and employees of Tempest, attending
one-on-one employee meetings (daily or as-needed) and management meetings (weekly),
maintaining and updating customer lists, overseeing services provided to customers, overseeing
accounts receivables and payable for Tempest, overseeing the sale of hardware to customers
and the purchase of hardware for Tempest.

Notwithstanding that | was the CEO of Tempest at the time, | also had to respond to technical
support tickets and prospective customer inquiries as needed.

As the CEO of Tempest, | retained all my prior access and authorizations to the sensitive and
confidential information of Path Net and Tempest (namely via WHMCS, the Path Portal, the
Tempest Portal, the Grafana Dashboard, Crisp and other platforms).

Management Meetings

48.

49.

50.

As mentioned, | attended bi-weekly management meetings for Tempest. These meetings were
attended by the executive staff and key management people in the organization. As the CEO of
Tempest, | was required to attend each of their management meetings. | was privy to sensitive
and confidential information of Tempest. These meetings typically occurred via Google Meets
calls or audiocalls. From time to time they would occur via Signal.

I was CEO from approximately February 10, 2022, to June 23, 2022 (as discussed further below).

Itis because of the sensitive and confidential nature of the information that | and other staff were
privy to that Path Net requires employees and contractors to sign agreements such as the
Employment Agreements and ICA which contain restrictive covenants that prohibit, among other
things, the sharing of confidential information. The information that | was privy to could be used
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to undercut or compromise the competitive edge of Path Net or Tempest.

Packet Rabbit Inc.

51. As mentioned above, before my employment with Path Net and my roles in Tempest, | had been
operating my company Packet Rabbit. As mentioned above, Packet Rabbit is an online virtual
hosting company.

52. On March 17, 2022, I, on behalf of Packet Rabbit, provided Webb / Path Net with a signed Bill of
Sale dated March 17, 2022 (the “Bill of Sale”). The Bill of Sale listed the assets of Packet Rabbit
to be transferred to Path Net including specifically “Computer Equipment (servers), network
devices (router, switches), internet resources (autonomous systems network, IPv4 and IPv6
addresses).

Tab 8: Bill of Sale, dated March 17, 2022

53. Path Net made payments to me before | transferred all the assets and interests of Packet Rabbit
to Path Net. The agreed upon payment schedule being 3 installments, paid in three months
respectively. Between April 1, 2022, and July 12, 2022, Path Net paid the USD $106,496 to me via
three instalment e-payments pursuant to the Purchase Agreement. The payment dates were:

a) April1,2022;
b) May 20; and
c) July12,2022.

Tab 9: Payments from Path Network to C. Gervais dated April 1 to July 12, 2022

Path Net’s Investigation of Active Scanning

54. On June 23, 2022, Stubbs learned of ‘active scanning’ of GSK by someone at Path Net and
informed Webb. Webb commenced an investigation o with Stubbs and another person from Path
Net Management, Dylan Kraklan (“Kraklan”).

55. As part of the Path Net investigation, | was interviewed by Stubbs and Kraklan via Google Meets.
| was in Canada at the time. | advised Stubbs and Kraklan that ‘active scanning’ was not illegal in
Canada as far as | was aware and that | did not consider this a big deal at the time.

Suspension and Demotion

56. As a result of Path Net’s investigation, Webb removed me as CEO of Tempest effective
immediately and suspended me from further employment with Path Net and Tempest until
otherwise notified. While | was suspended, Path Net’'s management team continued their
internal investigation.

57. On June 24, 2022, Kraklan of Path Net emailed me and advised me that | had been removed as
CEO of Tempest effective immediately. My suspension was continued until approximately June
26, 2022, when | was demoted from CEO to COO of Tempest. | believed it to be an over-reaction
by Path Net. Path Net’s discipline by way of demotion and suspension is, in part, what motivated
me to resign from Path Net.

58. On June 23 and 24, 2022, while | was suspended from my employment, and while Path Net’s
investigation was ongoing, | contacted Alex Azzo, a former employee of Path Net, privately via
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59.

60.

Signal. | complained to Mr. Azzo about what | viewed as mistreatment by Webb and Path Net and
Tempest.

| told Mr. Azzo that | intended to file a complaint with ARIN (American Registry for Internet
Numbers, a not-for-profit member based organization that administers IP addresses) alleging
that Path Net had “stolen” Packet Rabbit’s IPv4 addresses and AS numbers. | further told Mr. Azzo
that | was going to “walk to [Webb’s] biggest competitor and drown [Webb’s] company”. | was
angry, frustrated and burnt out.

Tab 10: Signal chat logs with Gervais and Alex Azzo, dated June 23 to 24, 2022
At some later point, Mr. Azzo advised Path Net and Webb of my statements to him. The relevance

of this event (my correspondence with Mr. Azzo) is that it is the first occasion where | vented my
frustrations to another person.

Communicating Confidential Information to Roosen

61.

62.

On or about June 24, 2022, | was contacted by the CEO and founder of GSK and Cosmic — Rene
‘Renaul’ Roosen. Mr. Roosen advised me that he heard of what had happened, and he asked how
| was doing. | thanked Roosen for his consideration of my well-being and left the conversation at
that.

At around this time | became aware that Roosen / GSK was soliciting Path Net clients during this
time of turmoil. | am aware that Roosen sent screenshots of date-stamped communications he
had with Mr. Victor Heilskov to Kubbur (via Mr. Gunnarsson), Mr. Modica, and Nexus.

Suspension Lifted / Demoted to COO of Tempest

63.

64.

65.

66.

On or about June 30, 2022, Webb contacted me and offered that | return to work for Tempest in
the role of Chief Operations Officer. This was a demotion from CEOQ. The offer was made because
Webb believed that | could be a valuable asset to Tempest despite the disciplinary action taken
against me. To state otherwise, Webb valued my technical and creative skills. Webb believed that
| had demonstrated poor judgment and that | required having a person supervise me.

| accepted Webb’s offer and signed another Employment Agreement dated June 30, 2022, which
memorialized my obligations as COO. The terms of the Employment Agreement that | signed on
June 30, 2022, are materially the same to the prior Employment Agreement and ICAs. | retained
all the authorizations and access to Path Net and Tempest’s above-mentioned systems and
confidential information that | had previously.

Tab 11: Employment Agreement (Chief Operating Officer) dated June 30, 2022

Notwithstanding Webb’s olive branch, | remained frustrated with Webb and Path Net. At the time,
I did not believe the demotion was justified as the perpetrator of the “active scanning” attack was
notreprimanded for their actions, | bore the brunt of the reprimanding. | did not disclose to Webb
my communications with Roosen as | did not see responding to someone asking about my
wellbeing as necessary disclosure. | also did not disclose to Webb my communications with Azzo
as they were vented out frustrations | had at the time.

Webb promoted a Path Net employee named Russ Reese to assume the role of CEO for Tempest.
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Path Net Received an Invoice for Packet Rabbit’s Purchase of New Servers

67. On or shortly after June 30, 2022, a former employee for Path Net named Jack Cosens (“Cosens™)
received an invoice from a company named Kuxo addressed to Packet Rabbit and | (the “Kuxo
Invoice”).

Tab 12: Invoice No. 2816 - Kuxo Limited to Curtis Gervais, dated June 30, 2022

68. Cosens was aware that my continued operation of Packet Rabbit. Cosens forwarded the Kuxo
Invoice to Path Net. This was done with an attempt to jeopardize my position that | had with Path
Net. The invoice sent by “Nigh” (Kuxo) to Cosens was fabricated, and not the original invoice.

Tab 13A: Signal Chat between "Nigh" (Kuxo) and J. Cosens, dated July 6, 2022
Tab 13B: Email conversation between Gervais and Kuxo (attached to email)
Tab 13C: Invoice No. 2815 - Kuxo to Curtis Gervais, dated June 292022 (attached to email)

Roosen’s Contact with Gunnarsson of Kubbur
69. On July 6, 2022, Mr. Gunnarsson of Kubbur and his business partner were contacted by Roosen
via Discord. Roosen was aware that Kubbur was a customer of Path Net and Tempest.

70. Roosen represented to Gunnarsson that Tempest was going bankrupt, intimating that if Kubbur
cared about maintaining reliable service, it should terminate its agreements with Path Net and
Tempest and instead subscribe to his company, GSK. Roosen told Gunnarsson that he received
confidential information. In other words, Roosen was intimating that they should rely and act on
this information because the source was a person of authority within Path Net and Tempest.

71. To prop-up his statements, Roosen sent Gunnarsson screenshots of his (Roosen’s) conversation.
The screenshots included statements dated June 29, 2022, stating that “[Tempest has] no
money”, is broke, and “every month the account goes negative”.

Tab 14: Discord Chat with Roosen of GSK, dated April 14 to August 14, 2022

72. At the time | did believe that Path Net was under financial constraints. Although | believed Path
Net was under financial pressure, | was not privy to Path Net’s actual financial documents and
status except for details of Path’s financial status disclosed in public conversations between
Webb and Heilskov.

Roosen’s Contact with Kyle of Nexus Online

73. On July 8, 2022, Roosen contacted Nexus Online Services, another customer of Path Net and
Tempest, via its owner “Kyle”. Roosen was aware that Kexus was a customer of Tempest, and that
“Kyle” was Nexus’ representative. Kyle was also an active customer of GSK/ Roosen at the time.

74. Roosen provided Kyle with the same information that he had provided to Gunnarsson - that Path
Net and Tempst were in financial trouble. Roosen advised Kyle that if Nexus wanted to maintain

reliable service in the future, it should terminate their agreements with Tempest.

Tab 15: Discord Correspondence with "Kyle", dated July 8, 2022
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Roosen’s Contact with Vital Game Network LLC

75. On or prior to July 11, 2022, Vital Game Network LLC (“Vital Network”), a customer of Path Net
and Tempest, was contacted by Roosen. Roosen advised Vital Network that Path Net and
Tempest were insolvent and at risk of shutting down. The purpose of this representation was to
induce Vital Network to switch service providers to his companies. | am aware that Vital Network
was a client of Roosen prior to becoming a Path Net client. | was personally involved in the
conversations with Vital Network when they were exploring Tempest and what we had to offer,
including offering them the services after conferring with Path Net management on pricing.

76. OnJuly 11, 2022, two of Vital Network’s representatives (known to me as Nick Neimic and “Pink”)
advised Reese, CEO of Tempest, of Roosen’s statements. Vital Network subsequently terminated
its agreements with Tempest.

Path Net Discovers Roosen’s Actions
77. In July of 2022, Kyle of Nexus Online contacted Webb and advised what he had been told by
Roosen.

78. On July 13, 2022, following Path Net’s discovery that Roosen had contacted Kyle / Nexus,
Tempest’s employee Gomes contacted Roosen. Gomes had a prior acquaintanceship with
Roosen. Roosen was told that his information about Path Net’s insolvency was false. Inresponse,
Roosen told Gomes that the source of his information was a member of Tempest’s executive
staff.

Tab 16: Text of Roosen and Gomes - re confidential info - July 13, 2022

79. Roosen later intimated to Gomes that he knew the value of Tempest’s service agreements with
customers such as Iridium Satellites and UHaul - information that was only available on the
Docusign Cloud. | am unaware of how Roosen knew of this information.

Roosen Contacts Anthony Modica of Tempest

80. On or about July 17, 2022, Gomes of Path Net was contacted by one of Tempest’s customers,
Anthony Modica (“Mondica”). He (Modica) advised that he had been contacted by Roosen.
Roosen told him that Tempest was going bankrupt and shutting down imminently. Modica
provided Gomes with his Discord correspondence with Roosen, and also provided a signed
statement.

Tab 17: Chat of Silvery (Anthony Modica) & Renual Roosen on Discord - July 17, 2022
Tab 18: Signed Statement of Anthony Modica - with exhibits - July 18, 2022

Promotion of Packet Rabbit
81. On August 7, 2022, | paid for the LA Weekly publication to publish a “promotional article” with
respect to me. As a sponsored / promotional article, it was ghost-written by me.

Tab 19: LA Weekly Sponsored Article of Gervais, dated August 7, 2022
Packet Rabbit’s ASN Suspension

82. On or about August 23, 2022, Path Net set an administrative control within their network to reject
announcements from the ASN used by Packet Rabbit. Up to that point, Packet Rabbit had been
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operating on Path Net’s network via the AS number 39967.

My Resignation

83.

84.

85.

86.

In late August 2022, Tempest’s CEO Reese began making inquiries about my job performance at
Tempest. | was frustrated and burnt out. | felt constructively dismissed and no longer wanted to
work for Path Net or Tempest anymore. During this period of turmoil, | was interviewing for other
positions at various organizations in order to leave Path Net / Tempest on good terms.

On or about September 11, 2022, | complained to Potvin via Signal that | had issued invoices to
Path Net which were not getting paid. | did not provide Potvin further information.

Thereafter, | did not communicate with anyone at Tempest or Path Net for a brief period of time
to cool off, as | was experiencing financial hardship. | was angry with Webb and Path Net. | had
children, which depend on me, and | needed to focus on their best interests.

On September 15, 2022, | removed myself from a Discord chat room used by Path Net’s staff.
Later that day, | contacted Webb and confirmed my resignation. | subsequently confirmed that
my resignation via postings that | made on an online hosting forum known as LowEndTalk.

Wiping of Two Servers of Packet Rabbit Data

87.

88.

Prior to September 2022, | had been using my employee authorization (Admin ID 16 /
curtis@path.net) to obtain the usage of two of Path Net’s servers for free, as authorized by Dylan
Kraklan on behalf of Path Net. On or about September 30, 2022, | logged into WHMCS (the client
services management portal for Tempest’s customers) and wiped these two servers entirely. |
wiped the two servers by re-installing their operating system (Ubuntu). The customer / user
account | used had permission to wipe the entire servers because, in Tempest’s WHMCS portal,
both servers were dedicated to that customer account of mine.

My intention behind wiping the two servers was to ensure there would never be any claims that |
had retained any materials of Path. | further wanted to ensure Path Net could reclaim those
machines for usage by themselves, their clients, or for any other purpose they may have. Shortly
thereafter, Path Net detected this event and began an investigation.

Use of “wdmg” on LowEndTalk

89.

On or about October 5, 2022, |, using the username “wdmg”, began posting statements about
Path Net on a forum for online virtual hosting known as LowEndTalk (https://lowendtalk.com/). In
my postings as “wdmg?”, | stated that | was a credible source for the statements because | was a
former CEO and COO of Tempest. | made these comments as | there was nothing wrong with
making these statements.

Removing Confidential Information from Path Net’s Network

90.

On December 24, 2022, Roosen (using the username ‘Rene’) and | began discussions over the
encrypted messaging app Signal. Between January 2 and 5, 2023, Roosen and | discussed over
Signal my further efforts to access the Path Net’s network. | was able to access ‘low hanging
fruit’. | described this to Roosen.

Tab 20: Signal Chat - December 24, 2022, to January 5, 2023
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91.

92.

Further particulars of my accessing of Path Net’s systems and my communications with Roosen
over Signal are set out in the affidavit of Marshal Webb of Path Net, sworn December 16, 2024. |
have reviewed the affidavit of Webb. | made my statements to Roosen in furtherance to my
existing frustration which had grown sour. | tried reaching out multiple times to Path Net to
receive the compensation owed, even utilizing a lawyer to attempt to collect, but all was ignored.
At this point, | was beyond tired of trying to obtain my owed dues.

Tab 21: Affidavit of Marshal Webb, sworn December 16, 2024, with exhibits
Exhibit H — Preserved Data

On and prior to January 5, 2023, | gained access into Path Net’s confidential information through
a variety of open source intelligence (“OSINT”) techniques. | collected Path Net’s confidential
information out of frustration for being constructively dismissed. | shared the data with Roosen.

Ransoming (Extortion) of Path Net’s Code by ‘Archetype’ on the DarkNet

93.

94.

95.

96.

OnJanuary 5, 2023, at 6:37 PM MST (or 8:37 PM EST), an individual going by the username / handle
of “Archetype” on the communications app Discord posted to the Discord channel of a former
Path Net customer known as Frantech. ‘Archetype’ tagged Webb of Path Net in his post to get his
attention. In his post, Archetype advised that “theres a lot of code on same in a private
community”. The code ‘Archetype’ was referring to was Path Net’s code.

Upon receiving this post, Path Net directed their employee Hiltz to correspond with “Archetype”
via private message on Discord. Between approximately 9:00 PM EST and 11:28 PM EST, Hiltz
corresponded with ‘Archetype’ via private messages on Discord.

Tab 22: Correspondence of Mr. Hiltz and ‘Archetype’ - January 5, 2023

The profile page for the user “Archetype” indicates that the profile was created that very day -
January 5, 2023 - that | shared data with Roosen.

A summary of Hiltz’s Discord correspondence with Archetype follows:

a) Hiltz asked Archetype for information on the “private community” where Path Net’s most
sensitive and confidential information was being advertised for ransom by another person;

b) “Archetype” refused to provide access to that “private community” on the basis that it was
invite-only. To state otherwise, ‘Archetype’ was facilitating the ransomer’s anonymity;

c) Hiltz asked Archetype to provide information or snippets of Path Net’s code / information
being ransomed. This was so that the Path Net could verify the code was theirs. Path Net then
matched snippets of the codes quoted by ‘Archetype’;

d) Archetype alleged that the code fragments he provided were posted in the so-called “private
community” that he would not identify;

e) Hiltz asked Archetype for information with respect to the name or location of Path Net’s
attacker / ransomer. Archetype responded that the attacker / ransomer was operating on
“tor” (TOR stands for The Onion Routing; in layman’s terms, it refers to an encrypted a secure
internet protocol thatis used by users on the dark web to carry out illicit transactions online).
Archetype stated that he would not provide a link to access the TOR network to communicate
with the attacker / ransomer;

f) Hiltz asked Archetype for more information regarding Path Net’s code / confidential
information being posted. Archetype replied that the attacker / ransomer was advertising the
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following highly sensitive and proprietary property of Path Net for sale:
i. Path Net’s C source code (C is a computer programing language)
ii. Path Net’s Python source code (Python is a computer programing language);
iii. Path Net’s Portal source code;
iv. Tempest’s WHMCS database backup data;

V. IP addresses of all of Path Net’s firewall servers;
Vi. SSL certificates from NGINX; and
Vii. more than 200MB of data.

97. The ransom price Archetype requested was $800,000.

98. Hiltz asked Archetype for further proof from the ransomer to validate the authenticity of the code
being ransomed. Archetype provided further information and advised that the so-called attacker
/ ransomer wanted a deposit of $50,000 if further verification was requested.

99. Path Net alleges in the Canadian Litigation that Webb, Stubbs, and Kraklan of Path Net’s
management team investigated and verified the authenticity of the code fragments provided by
Archetype. The codes are part of Path Net’s proprietary computer code - its DDoS mitigation
programs. DDoS mitigation is the most important and valuable aspect of Path Net’s business.

Execution of Anton Piller Order (Private Search Warrant) In Canada
100. OnlJanuary9, 2023, Path Net’s Canadian legal team requested from a Canadian Court, on an
ex parte (without notice) basis, urgent relief in the form of an Anton Piller order (private search
warrant) and related injunctions. The Canadian Court granted three orders as against Packet
Rabbit and I:
a) an Anton Piller Order with respect to my residential property located in Lanark, Ontario;
b) a‘Stand and Deliver’ Order which required me to deliver up all the off-site assets and data of
Packet Rabbit where Packet Rabbit’s servers were located; and
c) a quia timet general injunctive order (the “General Injunctive Order”) which prohibited me
from continuing to engage in the harmful misconduct as against Path Net.

Tab 23: Anton Piller Order dated January 9, 2023
Tab 24: Stand and Deliver Order dated January 9, 2023
Tab 25: General Injunctive Order dated January 9, 2023

101. OnJanuary 10, 2023, the Anton Piller Order was executed at my residence in Lanark, Ontario
(Canada). | spoke to various lawyers between approximately 11:00am and 1:00pm. Ultimately,
after my consulting with a lawyer, the search of my residence took place.

102. During the search, various electronic devices were seized including three laptops, two
cellular phones, and two iPad tablets. These devices were turned over to an independent
supervising solicitor (“ISS”) named Michael Decsey (“Decsey”) and a data forensics expert Tom
Warren (“Warren”).

103. The execution of the Anton Piller Order resulted in the preservation of the Signal
correspondence dated December 24, 2022, to January 5, 2023, of Roosen and |; and other
correspondence of mine as referred to in the affidavit of Webb, sworn December 16, 2024.
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104. The Canadian Court ordered that | to attend Court in-person on Friday, January 13, 2023, to
respond to the injunctions.

105. OnJanuary 13, 2023, | appeared before a judge in a Canadian Court in Perth, Ontario - the
jurisdiction of my residence in Lanark, Ontario. The judge extended the injunction and ordered
that | attend a further Court hearing on January 20, 2023.

Tab 26: Injunction Extension Order dated January 13, 2023

Retainer of Canadian Lawyer Katzman

106. On or about January 19, 2023, | retained Ontario lawyer Michael Katzman for Packet Rabbit
and |. On January 20, 2023, lawyer Katzman attended before the Canadian Court with me. The
injunction orders were extended by the Canadian Court to June 2, 2023.

Tab 27: Injunction Extension Order dated January 20, 2023

Lawyer Katzman, the Sealing Order and Roosen

107. | acknowledge that the General Injunctive Order, at paragraphs 13 to 15, contains a sealing
order and confidentiality order prohibiting the “publishing or disseminating in any way” any of the
motion material filed in the Canadian Litigation unless Path Net consented or | sought a variation
of the order. | have never sought to vary the General Injunctive Order or request Path Net’s
consent for a variation.

108. Following my retainer of my lawyer Katzman, he (Katzman) communicated with Roosen and
various other non-parties. Notwithstanding the Sealing and Confidentiality Order (paras 13-15 of
the quia timet General Injunctive Order issued on January 9, 2023) lawyer Katzman emailed
Roosen and provided him (Roosen) with substantially all of Path Net’s court filings that were
under seal. Katzman did not seek an order to vary the Sealing and Confidentiality Order or request
the consent of Path Net.

Tab 28: Emails involving Solicitor Katzman and Roosen - various dates

109. Also following my retainer of lawyer Katzman, he (Katzman) emailed and produced Path Net
documentation protected by the Sealing and Confidentiality Order to the following persons:

a) Chris Miller

b) Francisco Dias

¢) Nick (‘Neeko’) Niemiec
d) Victor Heilskov

e) Trenton Craig

f) KarlRehm

g) Scott Storey

Tab 29: Emails involving Solicitor Katzman and Chris Miller — various dates

Tab 30: Emails involving Solicitor Katzman and Francisco Dias - various dates

Tab 31: Emails involving Solicitor Katzman and Nick ‘Neeko’ Niemiec —various dates
Tab 32: Emails involving Solicitor Katzman and Victor Heilskov — various dates

Tab 33: Emails involving Solicitor Katzman and Trenton Craig — various dates

Tab 34: Emails involving Solicitor Katzman, Karl Rehm and Scott Storey — various dates
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110. Without intending to waive lawyer-client privilege, | was advised by my then lawyer Katzman
this was allowed and appropriate in order for the parties mentioned to give evidence to rebut or
dispute the evidence given by Path Net. | acknowledge that Path Net’s position in that by emailing
the very documents that were under seal in the Canadian Litigation | risked causing further harm
to Path Net, as the recipients of the sealed documents could use the sealed and confidential
information to have Path Net’s clients terminate their business arrangements with Path Net.

My Canadian Litigation Motion Record

111. On March 15, 2023, my lawyer, Katzman, created a motion record on my behalf to challenge
the validity of the Anton Piller Order and other injunctive orders. My motion record was filed in
the public record in the Perth, Ontario (Canadian) Courthouse. My motion record contained my
own affidavit and affidavits from the following non-parties:
a) Roosen;

) Chris Miller;

) Francisco Dias;

) Victor Heilskov;

) KarlRehm;

f) Scott Storey

® O O T

Tab 35: Notice of Motion as contained in Gervais Motion Record dated March 15, 2023

112. Al of the non-party witness affidavits contained in my Motion Record includes a statement
indicating that each of them had been provided with “all of the evidence filed by the Plaintiff in
support of the Orders it obtained on January 9, 2023”. Katzman did not seek Path Net’s consent,
nor did we ask the Canadian Court to vary the General Injunctive Order prior to doing so.

113. | am aware that Path Net disputes the contents of the affidavits of Roosen, Miller, Dias,
Heilskov, Rehm and Story. | am not affixing the affidavits of Roosen, Miller, Dias, Heilskov, Rehm
and Story to this sworn statement as to do so would be a further breach of the Sealing and
Confidentiality Order, and as Path Net has not granted me a consent, or a variation of the Sealing
and Confidentiality Order, to do so.

Roosen Contacts Cosens

114.  On April 3, 2023, Path Net served my lawyer Katzman with a Responding Motion Record,
which was supported by an affidavit sworn by Webb. The Path Net Responding Motion Record
challenges the veracity of the contents of my affidavit and the affidavits of Roosen, Miller, Dias,
Heilskov, Rehm and Story.

115. Uponreceipt, my lawyer Katzman provided Path Net’s Responding Motion Record to Roosen
via email. Lawyer Katzman’s email to Roosen, and all other emails of lawyer Katzman with
Roosen, are contained within Tab 28.

Tab 36: Notice of Motion as contained in Path Net Motion Record dated April 3, 2023

116. OnApril3or4,2023, Roosen contacted a non-party named Jack Cosens (“Cosens”). Cosens’
company, Scaleblade, was at the time a customer of Roosen’s companies Game Server Kings,
Cosmic Guard and/or Cosmic Global. He was also a former employee of Path Net. Roosen sent
Cosens a screenshot taken from Webb’s affidavit sworn on April 3, 2023. This affidavit was also
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subject to the Canadian Court’s Sealing and Confidentiality Order.

117. On April 4, 2023, Roosen sent an email to Cosens for the purpose of introducing him to my
lawyer Katzman. | was also copied on the email. Roosen, Katzman and Cosens exchanged emails
between April 4 and 6, 2023.

118. Throughout the remainder of April 2023, Roosen continued to communicate with Cosens.
Roosen made references to material and information he had acquired from the Path Net in the
Canadian litigation contrary to the Sealing and Confidentiality Order. Roosen referred to this
material and information to lend credibility to his assertions to Cosens that Path Net had issues
thatrisked the quality of service they could provide to customers like him. Cosens did not provide
an affidavit for me in the Canadian Litigation.

Path Net’s Motion for a Declaration of Breach of the Sealing Order

119. In May 2023, Path Net brought a motion for the production of all emails involving the
dissemination of Path Net’s motion documents by my lawyer Katzman and/or 1 to Roosen and any
other non-party to the Canadian litigation contrary to the Sealing and Confidentiality Order.
Previously, on April 3, 2023, Path Net also brought a motion for production of all data preserved
through the Anton Piller order process and held in the custody of ISS Descey for use at my
injunction set aside motion.

Tab 37: Notice of Motion as contained in the Path Net Motion Record dated May 2, 2023
(4876-9803-6065 - p.2-7)

The Decision on Path Net’s Motion for Access to the Anton Piller Order Preserved Data

120. On August 30, 2023, the Canadian Court ordered that ISS Descey produce to Path Net’s
lawyers all data preserved through the Anton Piller Order that was relevant to the Canadian
litigation. As part of the Canadian Court’s ruling, the judge noted (at paras 39-40) that it was
apparent that | had breached the Sealing and Confidentiality Order as the affidavit of Roosen and
others made reference to the very documents that the Court had ordered be sealed and held in
the court file as confidential.

Tab 38: Reasons for Decision, Ontario Superior Court, published as Path Net v. Gervais,
2023 ONSC 4938 (CanLll) dated August 30, 2023

121. My lawyer Katzman appealed the decision that all data preserved through the Anton Piller
Order that was relevant to the Canadian Litigation be transferred to Path Net. On December 15,
2023, that appeal was dismissed.

Tab 39: Reasons for Decision of the Ontario Divisional Court published as Path Net v.
Gervais, 2023 ONSC 6921 (CanlLll) dated December 15, 2023

Postings on Discord
122. On or about February 18, 2024, | participated in a chatgroup on Discord using the display
name of “cmg” (username: “bitflippin”). In this groupchat, I:
a) accused Webb of lying in sworn documents filed with the Court;
b) solicited members of the groupchat to provide him with evidence of misconduct by Path Net
because | “would love to introduce it into Court”;
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c) accused Webb bribing an employee to lie in an affidavit filed with the Court;
d) accused Path Net of being in breach of alleged obligations to report the data breach.

123. 1 acknowledged that my statements in the paragraph above were intended to offend Webb
and Path Net.

124. On or about February 21, 2024, ‘Archetype’ posted in a Discord groupchat. In his postings,
‘Archetype’ claimed that he was trying to report Path Net previously-mentioned data breach. In
the same message, ‘Archetype’ published 11 screenshots of documentation related to this
action, including documents that only appear in Path Net’s ex parte and sealed motion material.
For clarity, | did not have access to the LowEndTalk Discord Channel in February 2024 but |
subsequently became aware of this posting.

Tab 40: Posts of ‘Archetype’ on LowEndTalk Discord Channel — with 11 screenshots /
documents posted - February 21, 2024

Lawyer Katzman Removes Himself from the Record as my Canadian Lawyer

125.  OnlJuly 30, 2024, my lawyer Katzman advised the Canadian Court that he sought to withdraw
as lawyer of record for Packet Rabbit and |. The Court also addressed the issue of transferring
‘preserved data’in the custody of the ISS lawyer Michael Descey to Path Net. The ‘preserved data’
was the electronic evidence that was preserved in the custody of ISS Decsey as a result of
execution of the Anton Piller Order on January 10, 2023.

Tab 41: Endorsement dated July 30, 2024 (4867-0739-2468)

126. On August 29, 2024, my lawyer Katzman brought his motion to have himself removed from
the record in the Canadian Litigation. The Court stated in its Endorsement that by this time | had
reviewed the ‘preserved data’ that | received from ISS lawyer Descey. The Court set a protocol
and timetable for it (the Court) to review the ‘preserved data’ with ISS Decsey and me to
determine which documents were relevant to the facts of the Canadian Litigation and must be
disclosed to Path Net. The Court also addressed Path Net’s motion for a declaration of breach of
the Sealing and Confidentiality Order.

Tab 42: Endorsement dated August 29, 2024 (4865-4559-3566)

127. On September 12, 2024, Path Net served a consolidated motion record for a declaration that
| and/or lawyer Katzman had breached the Sealing and Confidential Order. My former lawyer
Katzman reported himself to his insurer and retained his own lawyer to represent him.

Tab 43: Notice of Motion dated September 12, 2024

128. On September 18, 2024, the Canadian Court granted the order for Katzman to be removed as
my lawyer.

129. On October 1, 2024, the Court scheduled an ‘in camera’ hearing with the ISS Decsey and
myself for October 18, 2024, to review the ‘preserved data’ with the Court that | did not want
produced to Path Net. This hearing was to take place without Path Net’s lawyers being in
attendance. Path Net’s motion for a declaration of breach of the Sealing and Confidentiality
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Order was also addressed.
Tab 44: Endorsement dated October 1, 2024 (4876-0681-8027)

130. On October 18, 2024, the ‘in camera’ hearing took place with myself, the ISS lawyer Decsey,
and the case management judge in the Canadian Litigation. During this hearing, the ‘preserved
evidence’ was reviewed. On November 1, 2024, the Canadian Court released an Endorsement
with respect to this attendance directing the relevant ‘preserved evidence’ be disclosed by lawyer
Descey to Path Net.

Tab 45: Endorsement dated November 1, 2024 (4860-6923-6470)

Retaining a New Canadian Lawyer
131. On October 24, 2024, | retained a new lawyer for the Canadian litigation.

Tab 46: Notice of Appointment of Counsel, dated October 24, 2024

132. On November 5, 2024, with my new lawyer in attendance, the Court again addressed the
transfer of ‘preserved data’ that is relevant to the Canadian Litigation from the ISS lawyer Descey
to Path Net.

Tab 47: Endorsement dated November 5, 2024 (4875-2053-1190)

133. On or about November 18, 2024, the ISS lawyer Decsey provided Path Net’s lawyers with an
indexed brief containing the ‘preserved data’ in accordance with the November 5, 2024,
endorsement. This included my Signal correspondence with Roosen, dated December 24, 2022,
to January 5, 2023 (see Tab 20 above. This correspondence was part of the ‘preserved data’ which
was produced to Path Net on November 18, 2024.

Settlement of the Canadian Litigation
134. With the benefit of my new lawyer in the Canadian Litigation, | entered into settlement
discussions with Path Net. The terms of settlement will be memorialized in a Minutes of

Settlement. As part of my settlement, | have agreed to cooperate with Path Net by:

a) providing evidence against Roosen (and his companies Cosmic and GSK) by way of this
sworn statement;

b) agreeingtowaive my solicitor-client privilege over communications involving lawyer Katzman
with Roosen, Miller, Dias, Heilskov, Rehm and Story, and others who lawyer Katzman sent
documents subject to the Sealing and Confidentiality order, and allowing those
communications to be transferred to Path Net’s American attorneys; and

c) agreeingto consent to an order from the Canadian Courts to transfer the relevant ‘preserved
data’ obtained through the Anton Piller order to Path Net’s American attorneys for use in
American litigation and in criminal proceedings against Roosen in the United States of
America. The index of the relevant ‘preserved data’ is attached as Schedule A to this my
sworn Statement; and

d) consentthatthe data upon transfer and conclusion of the settlement will be destroyed, with
a Certificate of Destruction or similar document provided.

135. | acknowledge that all communications in breach of the Sealing and Confidentiality Order,
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along with the preserved data from the Anton Piller order, may be produced to Path Net’s
American lawyers for use in American litigation against Roosen and others, and American
criminal complaints against Roosen and others.

Use of the Anton Piller Order ‘Preserved Data’ in the United States

136. | have reviewed the ‘preserved data’ obtained pursuant to the Anton Piller (private search)
order process attached as Schedule A to this my sworn statement. | acknowledge that the
relevant preserved data the Canadian Court ordered transferred to Path Net includes my Signal
app communications with Roosen dated approximately December 26, 2022, to January 6, 2023.
This ‘preserved data’ includes my admissions of accessing Path Net’s network without
authorization and providing Roosen with Path Net’s data.

137. As part of my resolution of the Canadian Litigation with Path Net, | agree to consent to
whatever orders are necessary for the transfer of the relevant ‘preserved data’ set out in
Schedule A to this my sworn statement to Path Net’s American lawyers for use in American
litigation against Roosen and others, and American criminal complaints against Roosen and
others.

SWORN REMOTELY by Curtis Michael Gervais )
of Lanark, Ontario, Canada, before me at the )
City of Toronto in the Province of Ontario, )
on the 8th day of August, 2025 )
in accordance with O. Reg. 431/20, )
Administering Oath or Declaration Remotely. )
)
)
)

Signed by: Signed by:
| Andiew Erandis | (wris Gurvais
1EF23FA737A9452... 2139D6AB402740E...

Andrew Francis (LSO 72555R) Curtis Michael Gervais
A Commissioner, etc.
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APPENDIX A

The following images are provided a series of chronological screen shots.

These screen shots were taken from the video footage acquired on January 10, 2023, during the
execution of the Anton Pillar Order. Video recording with audio, were permitted in the Order of
January 9, 2023, from Justice Abrams.

The purpose of provided the screen shots in addition to the video previously produced, is they are
easier to review and examine in this format, then that of rolling video documentation.

The details of this are contained in our report titled RA080822-C / GERVAIS, Curtis Michael and
dated January 31, 2023.
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add path-allowed-gre-tmp 205178.183.114/32 comment "CloudNS™
add path-allowed-gre-tmp 205.178.183.115/32 comment “CloudNS"
add path-allowed-gre-tmp 205178.183.116/32 comment "CloudNS™

SRS O PIEN Tt — R O

O %% Q W

add path-allowed-gre-tmp 205.178183.197/32 comment “CloudNS*
add path-allowed-gre-tmp 104.152143.149/32 comment “CloudNS*

add path-disallowed-gre-tmp 84.52.81.0/24 comment “Tempest Prefix"

add path-disaliowed-gre-tmp 104.152.142.0/22 comment "Tempest Prefix"

add path-~disaliowed-gre-tmp 141.193.68.0/24 comment "Tempest Prefix"

add path-disallowed-gre-tmp 142.252.252.0/22 comment “Tempest Prefix”

add path-disallowed-gre-tmp 148.59.74.0/24 comment “Tempest Prefix"

add path-disallowed-gre-tmp 163.123.192.0/22 comment "Tempest Prefix"

add path-disallowed-gre-tmp 199.231.233.0/24 comment “Tempest Prefix"

add path-disallowed-gre-tmp 205.178.176.0/23 comment "Tempest Prefix"

add path-disallowed-gre-tmp 205.178.182,0/23 comment "Tempest Prefix"

add path-disallowed-gre-tmp 209.127.214.0/24 comment "Tempest Prefix"

add path-disallowed-gre-tmp 200.237.141.0/24 comment "Tempest Prefix"

add path-disallowed-gre-tmp 216.126.207.0/24 comment “Tempest Prefix*

add path-disallowed-gre-tmp 23137.248.0/24 comment “IncogNET Dallas"

add path-disaliowed-gre-tmp 204.10.195.0/24 comment "ASocket Prefix"

add path-disallowed-gre-tmp 45.61.173.0/24 comment "Scaleblade Limited Prefix"

add path-disallowed-gre-tmp 185.244.28.0/24 comment “Teamspeak.rs Prefix"

add path-disallowed-gre-tmp 172.111.32.0/22 comment “Tempest Prefix"

add path-disaliowed-gre-tmp 212.192.220.0/24 comment "CeasarCTO Prefix"

add path-disallowed-gre-tmp 45.143.6.0/24 comment “CeasarCTO Prefix"
6:30 PM add path-disaliowed-gre-imp 194.87.75.0/24 commenk”CeasarCTO Prefix"

an ('23153.48.30), 'tep), [80, 443], 'Omit proxy’),

J 10 2 R0R3 (144.172.120.5' ‘tep’, (80, 443), ‘Galaxygate panel.galaxygate.net),
(1144.172.67.49, 'tcp!, [80], 'Galaxygate apLantisniper.net’),
(199.231.233.29" 'top), [80], ‘Tempest 199.231.233.29)),

HM AR AEA AEND AR Yan! TON A492]1 '"Tamnaet 1479 789 282 2281




6:30 PM
Jan 10, 80L3

6:30 PM
Jan 10, 2023
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v

("M42,262,262.226', 'top', (80, 443), 'Tempest 142,252.262.220"),
Mon, Jan2  (145,61,17010, 'tep, [80, 443], 'Atomicnetworks 45.6117010),
("186.208.166.73', 'top', (80,443], ‘biling byteania.com’),
("198.283.232.37, 'tep!, [BO, 443], 'quickpacket’),
('199,233.234.42', 'tep', [80), 'quickpacket-190.293.234.42'),
('23.183.247.39, 'tep|, [80,443), 'Eugamenost lowping.host, ect’),
('23.183,247,52', 'tep', [80,443], 'Eugamehost client lowping host),
('23.183.247.51' 'tep’, [80, 443], 'Eugamehost status.lowping.host'),
('23.183.247,58, 'tcp!, [80,443], 'Eugamehost lowping.org'),
('23188,247,57, 'tep’, [80,443), 'Eugamehost lowping.co.uk'),
('206178.182.200', ‘tcp’, [80, 443), ‘Tempest auth.nighty.support),
('209.237141.98', 'tcp', (80, 443), 'Tempest kirlel.bg, ect),
('200.237141.118", 'tep’, [80, 443), 'Tempest rubyhotel.com.br, ect’),
("176.87106.208', 'tcp', [80,443), 'packetwall gla-now.es’)

<A PREROUTING < {{ Ib..Int }} ~m set ~~match-set path~I7-proxy dst,dst -] MARK --set-mark 23 -m
comment --commant "L7 nginx proxies"
-A PREROUTING -l {{ Ib_Int }} -m set -~match-set path-mc-proxy dst,dst <) MARK --set-mark 23 -m
comment --commaent "me-proxy"
-A PREROUTING -1 |b+ -] MARK --or-mark 128 -m comment -~comment “Mark packets coming out of
backhaul tunnels"
A PREROUTING =m sat --mateh-set path-allowed-gre dst -p gre <) ACCEPT -m comment --comment
Lound GRE for certain subnets”
FHOUTING =m st --match-sat path-disallowed-gre dst -p gre -] DROP -m commant --
m | "Block Inbound GRE far certain subnets®
A PREROUTING »m set -~match-sat path-disalowed-gre dst -p Ipip </ DROP <m comment -
comment "Block Inbound IPIP for certaln subnets’
<A PREROUTING ~m set -«malch-set... Read more

O X Q

-A PREROUTING -m sat --match-set path-disallowed-gre dst -p ipip - DROP -m comment --
comment “Block In, Mon, Jan 2 ¢ gertain subnets"

-A PREROUTING -m set --match-set path-disallowed-gre dst -p etherip -] DROP -m comment -
comment "Block Inbound EtherlP for certain subnets"

~A PREROUTING -d 19110117.0/24 -p tcp ~m tcp --tcp-flags FIN,SYN,RST SYN -] TCPMSS --set-mss
1000 -m comment --comment "Cubixsery has some small-MTU tunnels”

-A PREROUTING -5 191.10117.0/24 -p tcp -m tcp —tcp-flags FIN,SYN,RST SYN -] TCPMSS --set-mss
1000 -m comment --comment “Cubixserv has some small-MTU tunnels"

JINPUT ACCEPT [0:0]

-A INPUT -p tcp -m tcp --tep-flags FIN,SYN,RST SYN -] TCPMSS --set-mss 1400 -m comment -~
comment "Clamp out incoming traffic, as it can come from a local customer with misconfigured MTU."
:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]

-A POSTROUTING -d 191.10117.0/24 ~p tcp -m tep -~tcp-flags FIN,SYN,RST SYN -] TCPMSS --sat-
mss 1000 -m comment --comment "Cubixserv has some small-MTU tunnels”

-A POSTROUTING -s 191.101.17.0/24 -p tcp -m tcp --tep-flags FIN,SYN,RST SYN -] TCPMSS --set-
mss 1000 -m comment --comment “"Cubixserv has some small-MTU tunneis"

~A POSTROUTING -p tcp -m tcp --tcp-fiags FIN,SYN,RST SYN - TCPMSS --set-mss 1400 -m
comment --comment "Clamp out outgoing traffic, as the response can come via customer tunnel, be
backhauled, etc."

CEPT [0:0]
A4{ Ib_int }} =d {{ Ib_Ip }} -m set | --match-set path-addrs-set src -p tep -m multiport -~
I 12,7000,7001,8000 -] REJECT -m comment --comment "Cassandra (9042, 7000, 7001),
XDP counters (8000)"
=A INPUT | =101 =s {{ Ib.Ip }} *p tcp ==dpart 7198 -] REJECT -m comment --commaent "Cassandra JMX
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O & Q

{INPUT ACCEPT [Oi™
“A INPUT < {{ Ibim, MO 9812 3 _m sat | —-match-set path-addrs-set st -p tep -m multiport --
dports 8042,7000,7001,8000 -] REJECT -m comment --comment "Cassandra (8042, 7000, 7001),
XDP counters (8000)"
=A INPUT | <l lo | -8 {{ Ib_ip }} -p tep ~-dport 7180 -] REJECT -m comment --comment “Cassandra JMX
port binds to 0.0.00"
=A INPUT -d 10,10.1.0/24 | - {{ Ib_int }} -p tep -m multiport --ports 178 -m comment --comment "BGP
from switch tunnels" -] ACCEPT
<A INPUT < {{ Ib_int )} -d {{ local_addr }} | -s {{ internal_neighbor }} -p tcp --dport 179 -| REJECT -m
comment --comment "BGP"
=A INPUT | =/ {{ Ib_int }} -d 10192.0.0/10 -p tep -m multiport -~ports 179 -j ACCEPT -m commant --
comment "BGP redirection”
<A INPUT | =l {{ Ib_Int }}+ = 10.0.0.0/8 -p tep -m multiport -~ports 176 ~| DROP -m comment ~-
comment "BGP redirection”
=A INPUT =i ({ Ib_int }} -d {{ Ib_Ip )} -m s&t | --match-set path-Ibs-set sro -p tep -~dpart 5000 «|
REJECT -m comment -~comment “Looking Glass"
=A INPUT «i ({ lb_int }} ~d {{ Ib_Ip )} | -8 205,220.225.244 -p top --dport 4700 -] REJECT -m comment
==comment "NetXmMs"
<A INPUT -i ({ Ib_int )} ~d {{ local_addr }}/32 -8 10.246.0.50/32 -p udp --dport 161 -| ACCEFT -m
comment ~~comment "SNMP listen - MIA"
~A INPUT < ({ Ib_Int }} -d {{ local_addr }}/32 -5 10.246,0.25/32 -p udp --dport 161 -] ACCEFT -m
~comment "SNMP listen - LHR "
6.30 PM 1 {( Ib.int }) -d {{ local_addr }}/32 -p udp ~~dport 181 -] REJECT ~m comment --commant

Jan 10, 2023 . :tc“cepr (0:0] R

AT ORWARD ~m set --match-set path-allowed-gre src -p gre -) ACCEPT -m comment --commant
"Allow Qutbound ORE for cartain subnets”
-A FORWARD -m set --match-sat path-disallowad-gre src «p gre | DROP -m comment --comment

O & Q v
TALNNDYIANRWY T 6L TTHHG WA IO pau I‘QVIUIIW"IG ELA S I ) AL T U GANTIIS I, WA IS
“Allow Outbound G* pon, Jan 2 | SUbnets"
~A FORWARD -m set --1iawi-set path-disallowed-gre src -p gre - DROP -m comment --comment
"Block Outbound GRE for certain subnets"
-A FORWARD -m set --match-set path-disallowed-gre src -p ipip -} DROP -m comment --comment
"Block Outbound IPIP for certain subnets"
-A FORWARD ~-m set —match-set path-disallowed-gre src -p etherip ~j DROP -m comment --
comment "Block Outbound EtherlP for certain subnets"
-A FORWARD -i as17293-any+ -p udp -m udp --sport 37810 -j DROP -m comment --comment “Block
Qutbound DVR traffic from VTX"

- ipmitool user set name 2 admin
- ipmitool -l open user set password 2 {{ Ib_ipmi_password }}
- Ipmitool lan set 1 ipsrc static
- ipmitool lan set 1 ipaddr {{ Ib_mgmt_net | ipaddr('network’) | ipmath(2 + 4 * Ib_num) }}
- ipmitool lan set 1 netmask 255.255.255.0
- ipmitool lan set 1 defgw ipaddr {{ Ib_mgmt_net | ipaddr('network) | ipmath(+ 1) }}

all their s2s private keys 816 Pv @@

6:30 PM

" Jan 10, 2023

Do u slill have access 6.7 pm
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O & Q

~A FUKWANKU =M Set ~~Maicn-set patn-aisaloweo-gre src -p etnenp =) UKUK <m comment =-
comment "Block Ot Mon, Jan 2 riP for certain subnets®

-A FORWARD -| as17293-any+ -p udp -m udp —sport 37810 -j DROP -m comment --comment “Block
Qutbound DVR traffic from VTX"

- ipmitool user set name 2 admin
- ipmitool -1 open user set password 2 {{ lb_ipmi_password }}
- ipmitool lan set 1 ipsrc static
- ipmitool lan set 1 ipaddr {{ Ib_mgmt_net | ipaddr('network) | ipmath(2 + 4 * Ib_num) }}
- ipmitool lan set 1 netmask 255.255.255.0
- ipmitool lan set 1 defgw ipaddr {{ lb_mgmt_net | ipaddr('network’) | ipmath(+ 1) }

LY /

Do u still have access 17 pm

6:30 PM
Jan 10, 2023

+ wg-keys git:(master) s

Lbel-cor-laxe2.path.net 1bél-eqx-sindl.path.net 1b82-eqx-ams67.path.net 1b02-eqx-tyod2.path.net 1b@3-eqx-svol.path.net
Lbo1-dtl-mosel.path.net 1bel-eqx-svel.path.net 1b@2-eqx-chi62.path.net 1b02-eqx-war@3.path.net 1bd4-eqx-amsd7.path,net
bol-eqx-ams07.path.net 1bel-eqx-tyo62.path.net 1be2-eqx-dalel.path.net 1bo2-eqx-zrhe4.path.net 1b84-eqx-laxdl.path.net
bol-eqx-chi02.path.net 1bol-eqx-war03.path.net 1b82-eqx-frae7.path.net 1be2-1on-made2.path.net 1bd4-eqx-1lhro8.path.net
Lbol-eqx-dalol,path.net 1bel-eqx-zrh04.path.net 1b82-eqx-lax@l.path.net 1b02-nap-phx@1.path,.net 1bd4-eqx-nyce9.path.net
Lbo1-eqx-frad7.path.net 1bel-ion-made2.path.net 1b02-eqx-Llhred.path.net 1b02-tel-kbp@l.path.net 1be4-eqx-svel.path.net
Lbe1-eqx-1ax@l.path.net 1b8l-nap-phx8l.path.net 1b82-eqx-miadl.path.net 1b03-eqx-ams07.path.net 1bo4-eqx-tyod2.path.net
Lbe1-eqx-1hro8.path.net 1b81-tel-kbp8l.path.net 1b82-eqx-nyced.path.net 1bo3-eqx-lax0l.path.net 1be5-eqx-ams07.path.net
1bo1-eqx-miadl.path.net 1b82-cor-lax82.path.net 1b82-eqx-sin@l.path.net 1b83-eqx-1hre8.path.net 1bo6-eqx-ams07.path.net
Lbol-eqx-nyco9.path.net 1bB2-dt1-mosel.path.net 1b@2-eqx-svel.path.net 1b83-eqx-nyces.path.net 1bo7-eqx-amsd7.path.net

. eﬁg: P%:ster cat 1b8l-cor-lax02.path.net
D+ONOWZ+KGLW/ UWBEWE rLrCLb2+rNF3a4h8 FK4WEPxQ=
Jan 10, 2023




LV rm
png. Wasn't really an @
ealth,

12:20 PM
bn't fucking buy Ll
Legacy If you...

1122 AM
hnk youforyour AS @
equest. You have...

11:05 AM
hbly sold another @
P:SL host. He want...

944 AM

jjuired. Returning [{-]

0 Mon
lace, | was ®
g custom making...

Mon
e the Kind words boss @@

hank you! Very

Lmfao 619 M

RA080822-D / GERVAIS, Cu;’lt/é (Rﬂichael
Page 6 of 135

count: 10

source: *({ Ib_priv_net | ipaddr(network’) | ipmath(2 + 4 * Ib_num) })*
loop: *{{ (groups{'load_balancers'] | map('extract’, hostvars, 'datacenter_name’) | list | unique) })*
register: ping_result

= name: Provision Latency route map
template:
src: bird.anycast-latency.conf.j2
dest: /volumes/bird/etc/anycast-latency,conf
mode: “0800*

(%brbauonlnplng_mm('nm‘llm'ﬂu\cy%)
(% set location_detalls = hostvars{groups('ioad_balancers.’ + (location.item|replace(’~'_)][0]] %}
{{'If if loopfirst else ') else if' }} (396998, 1338, {{location_details.datacenter_num}}) ~
bgp_large_community then { #{{location_details.datacenter_name}} - {{Jocation.rtt.avg)}
bgp_med = {{ 100 + loop.index0 * 10}};
(% endfor %}
}
}
}

Well what is there to crack anymore, arent you inside the control nodes m? s19pm

time @ - 6 : ZPINE 5139769 earem
 Jan 10, 2023




=+ certs git:(master) ls
bitorbit_com_cert
bitorbit_com_priv
coinpayments_net_cert
coinpayments_net_cert_old
coinpayments_net_key
coinpayments_net_priv

coinpayments_shopify_payments_root_ca.pem

coinpaymentscoin_com_cert
coinpaymentscoin_com_key
gocps_net_cert
gocps_net_priv
gta_now_es_cert
gta_now_es_priv
host_check_net_cert
host_check_net_priv
path_net_cert
path_net_priv
path_network_cert

. tPMwork_priv
6'3;}1:%1 obal_ae_cert

Jamth pﬁafjégisriv

RA080822-D / GERVAIS, CU;I'tlé bichae/

See below for the expanded / zoomed in pictures shown on the right

pathglobal_co_uk_cert
pathglobal_co_uk_priv
pathglobal_net_cert
pathglobal_net_priv
tempest_net_cert
tempest_net_priv
velas_ae_cert
velas_ae_priv
velas_com_cert
velas_com_priv
wissel_in_cert
wissel_in_priv
www_coinpayment_net_cert
www_coinpayment_net_priv
www_coinpayments_com_cert
www_coinpayments_com_priv
www_coinpayments_net_cert
www_coinpayments_net_priv
zigi_io_cert
zigi_io_priv

Page 7 of 135

certs git:(ﬁaster) cat coinpayments_shopify_payments_root_ca.pem

BEGIN CERTIFICATE

MIICQTCCAeigAwIBAgIUe+t5Y8PchzEIT25w+VFTeKQUn4ngYIKoZIzjGEAwIw
bTELMAkGAlUEBhMCQeExEDAOBgNVBAgTBOSudGFyaNBxDzANBgNVBAcTBkQOdGF3
YTEQMA4GA1UEChMHUZhvcGlmeTEpMCcGAlUEAngUZhchlmeSBQYXltzwsoIFBs
YXRmb3JtIFva3QgQOEthcNMjEwMjIlMTkGOTQSthNMjkwMjIzMTklMDEsijt
MstCQYDVQQGEwJDQTEQMA4GA1UECBMHTZSOYXJpszPMAOGAlUEBxMGT3ROYth
MRAwDEYDVOOKEwdTaGQwaWZSMSkawYDVOODEvBTaGQwaWZSIFBherlbnOEUth

6:32 PM
Jan 10, 2023
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6:32 PM
Jan 10, R0R3

6:32 PM
Jan 10, 2023
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a dump of all their users

- name: curtis-gervais
comment: Curtis Gervais
disabled: True
uid: 1105
gid: 1105

6:33 PM
Jan 10,2023

ben_petm
seh-188

ssh-ad25519 AAAAC3INzaCIZDITNTESAAAAIDNG4IXId7 26kVIV2ug/nPSWhEODLY
andrew@DarkShell.local

ssh-ed25519 AAAAC3NzaClZDITNTESAAAAIDIXPavkPMRKINGZNwWIQWzZHRI TweAoyQgK
ben_path

ssh-rsa
AAAAB3NZaClycZEAAAADAQABAAABAQDXPGKOQIOrVIKHNVVOWGIYSxcNion
o0iaA2SUHeEONL/s9aVYnS59Z + JuPrdfQ47PNFuvnlcswBcV7imiwhEJiFnkoQkPehacly
SCOqvLnFhbUP4vvde7ae1XFO3a3IFoJelR3ipud4 VCyHOVCgDdIwWigFkUa2DR
sFbaSYOyY1BIBLITVIrgBm «L4gdS53CZPEGIDIB 7itHnael/wOIViccOwu3IW3tpd

AsGAKZU7 +B1kJFZIKJ2apYDABWPTqa7yNSRJOHYKEGSTY Tmr user@work

ssh-rsa

AAAABINZaCIycZEAAAADAQABAAABgQDVIIoZvbxe 12K05)golUd Y'Y JSg6cay
ZRPOZYrXQRagPxy +rGe3huYB212EMKSoRaC7rOVIDLMXMEIVN 7o 3Jkpt

Rewicesl MDA AZHILVERZ1XPVYVHSanPIX1MO/0gtZNBMXQxux3u. .. Read more

o
6:33 PM
Jan 10’ 202 f,u./u(;{i.'ha)hu.’ S2MBAIghJALUNS D20V

i ol A ol
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10.240.0.22 registry.path.net
10.245.0.50 monitor path.net
10.241.128 35 peering.path.net
10.241.128.35 jpam.path.net

10.246.128.1 gwitchQ1-cax-vanQl.path.net

fun fact, you can hit this prefix from a lot of different weaknesses in their network 524 »w 9

Le

6:33 PM .
Jan 10’ 2023 x~refreshers

Mon, Jan 2

fun fact, you can hit this prefix from a lot of different weaknesses in their network 2. ru @9

‘x-refresher self-service

oh yeah

afl thew source code

SO Many vuins man’

@\ howthey ry 1o oad X routes 1o the mekancx
L

e
8:33 PM SIS
Jan 10, 2023 ¥an®
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-+ projects git:(master) s
bgp-session-manager ix-routes

6:33 PM
Jan 10, 2023

return {"mac": attrs["NDA_LLADDR™], “vlan_id": vian_id}

def temp_file_path():
path = teq:f‘llo.dztw(prof‘lxs'srltch-api-', suffix="_art")
try:
yield path
finally:
os.unlink(path)

@app.get("/routes/{table}.mrt")

def get_routes_mrt(
table: str,
filter_where: Optional[str] = None,
user: str = Depends(get_user),

: tmppath: str = Depends(temp_file_path),
with bird_api_socks

6:34 PM , f'ort dump table (table) to *(tmppath)**

Jan 10, 2028 /1ter.shere 18 not None:
where (filter wherel®

Page 11 of 135
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6:34 PM
Jan 10, R0R3

 cat generate_password.py

15
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import ipaddress

import tempfile

import secrets

import os

from typing import Union, Optional

from fastapi import FastAPI, HTTPException, Depends, status
from fastapi.responses import FileResponse

from fastapi.security import HTTPBasic, HTTPBasicCredentials
from pyroute2 import IPRoute

from socket import AddressFamily

from starlette.background import BackgroundTask

from bird_api impor+ PIRDApiSock

6:35 PM
Jéﬂi@, 8paz/nion| 'paddress.IPvd4Address, ipaddress.IPv6Address)

bird_sock_path: str = 0s.getenv("SWITCHAPI_BIRD_SOCK PATH". "/runZhisdn

bird_sock_path: str = os.getenv("SWITCHAPI_BIRD_SOCK_PATH", "/run/bird/|
http_user: str = os.environ["SWITCHAPI_USER"]
http_password: str = os.environ["SHITCHAPI_PASSHORD"]

app = FastAPI()

ip = IPRoute()

bird_api_sock = BIRDApiSock(bird_sock_path)
security = HTTPBasic()

def get_user(credentials: HTTPBasicCredentials = Depends (security)) -> s
correct_username = secrets.compare_digest(credentials.userna-e, http
correct_password = secrets.compare_digest(credentials.passuord, http
1f not correct_username or not correct_password:

raise HTTPException(
itatus_code status.HTTP_461_UNAUTHORIZED.

6:35 PM detail="Incorrect user or password",

Jan 10, R0R¢ aders={"wwWwW-Authenticate": "Basic"},

)
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amiright? s.27pm €@

cat generate_password.py
import hashlib
import secrets
import base64

from self_service.constants import PEPPER

password = base64.bB4encode(secrets.token_bytes(12), b"xy") [

salt = secrets.token_bytes(32)
password_hash = hashlib.scrypt(password=password, salt=salt + PEPPER, n=16384, r=8, p=1)
print("plaintext password:", password.decode("utf-8"))
print(
"UPDATE users SET password=decode('{}, 'hex'), salt=decode({}, 'hex’) WHERE
username=7"format(
password_hash.hex(), salt.hex()

6:35 PM
Ja-n. lo, 2023 they literally

salt the fucking passwords

vt LB A Mhass o oaa wa .

17
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- ¢ nO this is INto a psql database

for thew portai.path.net
yesh pwned rthat bitch 100« 19 »v @

Le

8:35 PM i service, DGP Manager. ix routing, switches, etc
Jan 10, 2023  source In my hands
even thes XDP code

6:35 PM
Jan 10, 2023
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6:35 PM

Jan 10, 203

from path_db.db import get_session
import path_db.models.public as public

from self_service.token import get_user

from self_service.models.user import User

from self_service.models.websites import Website, Websites
from self_service.common import Acknowledgement, Error

router = APIRouter()

@router.get(
"", response_model=Websites, responses={HTTP_401_UNAUTHORIZED: {"model”: Error})
)
async def get_websites(
user: User = Depends(get_user),
session: AsyncSession = Depends (get_session),
):
result = await session.execute(
select(public.CustomerWebsite) .where(
6'86 PM public.CustomerWebsite.customer_id == user.customer_id,

Jan 10, R0R3 )

return Websites(websites=[website.from_orm(w) for w in result,scalars()])
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)
return Websites (websites=Website. from_ors(w) for w in result.scalars(

async def fetch_website(

website_id: wid.WID, user: User, session: AsyncSession
) => public.Customerwebsite:
result » await session.execute(
uloct(pubhc.cuno-monn).-hon(
public.Customerwebsite. id »» webs ite_id,

public +Customerwebs {te. customer_id »= AT . Cuntomer_ 44,
)
)

wobsite; Opﬂwtlublic.c.nu-rﬁhnﬂ “ resuit. scalar_ome or monel)
T website 15 None:

ratise NTTPException(
SEATUS_COOeMTTP 404 _NOT_FOusD,
Setst1="Nebsite not fouww™,

6:36 PM
Jan 10, 2023

WODRTTE Vo1 Wid.WUID, user! User, sesston: Asynclession
) *» public,Customerwebsite!
result » await session,execute(
select(public,Customerwebsite) .where(
public,Customerwebsite, 1d = website_id,
mb\i:.Cuno-Ms"o.cuum_u 5 user.custoner 44,
)
)
website: Optional[public.Customerwebsite] » resvit.scalar_one_or_mone()
if website 18 None:
ratse HTTPException(
Status_codesNTTP_404_NOT_FOUND,
detail="Website not found”,
)
return website

@router.delete(
"/{iwebsite_1d)/cache”,
status_code=NTTP_202_ACCEPTED,
response_model~Acknowledgement ,
responses= (
JREQUEST: ("model™: Error),

6:36 PM oy o
Jan 10, 2023




RA080822-D / GERVAIS, Cu;ltlg%ﬂichael
Page 18 of 135

6:36 PM
Jan 10, R0RS

async def get_filters(

user: User = Depends(get_user),

session: AsyncSession = Depends(get_session),
) -

filters: List[Filter] = []

for filter_type_str in user.available_filters:
filter_type: FilterType
try:
filter_type = FilterType(filter_type_str)
except ValueError:
continue

filter_type = FilterType(filter_type_str)

if filter_type == FilterType.tcp_symmetric:
result = await session.execute(
select(public.TCPSymmetricFilter).where(
public.TCPSymmetricFilter.user_id == user.id,
6:36 PM public.TCPSymmetricFilter.app == public.TCPSymmetricApp.TPROXY,

Jan 10, 2023 ’

filters.extend(
map (
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)
filters.extend(
map (
lambda t: Filter(
id=t.4d,
name=filter_type.value,
settings=TcpSymmetricFilter.from_orm(t),
)s
result,.scalars(),
)
)
elif filter_type == FilterType.mc_server:
result = await session.execute(
select(public.TCPSymmetr1cF11ter).where(
public.TCPSymmetricFilter.user_id == user.1id,
public.TCPSymmetricFilter.app == public.TCPSymmetricApp.MINECRAFT

)

)
filters.extend(

map (
lambda t: Filter(

6:36 PM o b2
Jan 10, 2023 name=filter_type.value,

The Deplersdies
Forest Dang. Waart realy an @
Treon Slayers
R
Ll

Martsea
Bread acquired. Retuming L J
home

Prancisco Mon
my new place, | wes L]
considering custom making...

Whesty Mon
. apprecists the kind words boss @

Camtomn Order - Sath Mon
Seth: Awssome, thank youl Very
Quick tumaround time @

@ = 6:36 PM
w..Jan 10, 2023

- diaper box for Joseph - Cody @9
s00thers - chicken strips / fri...

Ui SO 2
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Tt was
'S NOt anymore
thes fiven proxy

function fivem_auth(txn)
local req = string. format('"POST Iﬂnmnuuﬁor\n_mms HTTPALIV o\, ten fast)
txn.fsrcl));

local socket = core.tep()
socket:settimeout(S)

-- Connect to the service and send the request
i socket:connect("1270.0Y, B09Y) then

hen
6:37 PM chet receive(™r)

Jan 10, R0R3

local msg
If err ~= nil then
msg = err
else
msg = line
end

R
if line ~= 'HTTP/1.1 200 OK' then
core.Alert(string.format('Could not authorize FiveM user %s to connect to %s: %s',
txn.f:src(), txn.f:dst(), msg))
end
end
socket:close()

else
core.Alert('Could not connect to XDP AP!')... Read more

literally haproxy with lua

don't suppose you have a server good for bruteforcing a credential? | just got their entire ansible vault
but they rotated the password (sad)

it's always easy and stupid passwords with them g:33 pm @@

6:37 PM
Jan 10, 2023

ke a full snapshot via dd 6:34 pMm
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1 30 you should make & full snapshot vie dd ¢ 34 pu

™h

So once they whitefist & user, 0o they whisist e wholelp = @,
Or the specific flow

Liks src port dst port proto

Btc 6 36 P

Jan 10, 2023

= know how

p you thay ~O~I~.-
K het oont aOMSe perked . .. ...

Like you know how they whitelist a connection in the xdp part once

It has sent some packst .37 pm

And then It all gets passed to the golang daemon
Whats the validation procedure g.3s i

Wo forudp .38 Pu

® e BB7 PM
ng custom making Ja;[l 10’ 2023

e the kind words boss
o Yhiets say a rustserver saapm 2 €N




@ @ re

Yh lets say a rust server g3 pm

Both directions or only ingress a.3c pm

Validating In what way? 6:39 PM

6:38 PM
Jan 10, 2023

And then its suthd
? .-_{) «
No challenge?

Lol garpm

6:38 PM
Jan 10, 2023

RA080822-D / GERVAIS, Cu;'lt/@%ichael
Page 22 of 135

O & Q v

d udp, It's src Ip, src port -> dst Ip, dst port
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O & Q v

Mon, Jan 2
Hunu
# PATH CONFIG - Aristas
it

Host path-switch2-ph
Hostname 10.244128.2
Port 22
ProxyJump path-switch-ph

Host path-switch3-ph
Hostname 10.244.128.3
Port 22
ProxyJump path-switch-ph

Host path-switch2-tyo
HostName 10.243.128.2
Port 22

ProxyJump path-switch-tyo

Host path-switch-la gwitch01-eqx-lax01.path.net
HostName 208.116.220.158
Port 61221
# ProxyJump path-Ibtam

6:38 PM e
Jan 10, 2023 HostName 10.240.0.2

Port 22
# ProxyJump path-Iblam

Host path-switch2-mia

6:38 PM
Jan 10, Q023
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O & Q

MUSL Paui-swilliio=id... Reau muie

HeR#H
#DCI
HHHRR

host path-dci-ny
Hostname 205.220.227.238
Port 22
User root

host path-dci-dal
Hostname 206.71.158.60
Port 22
User root

host path-dci-lax
Hostname 205.220.225.246

Port 22
6:38 PM User root

Jan 10, R0L3S host

path-dci-phx
Hostname 136.175.223.17

Port 22
| laar raot

27
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Port 22
User root

host path-dci-phx
Hostname 136175.223.17
Port 22
User root

host path-dci-tyo
Hostname 206.71.159.88
Port 22
User root

host path-dcl
Hostname 209.237.140.43
Port 22
User root

BRI RE NI
Y # Flows

AN

6:38 PM

Jan 10, 2023 ot o .
Port 81221

Hostname 10.244.128.20
Port 61221

Host path-flow02 flow02-nap-phx01.path.net
Hostname 10.244.128.21
Port 61221

Host path-flow03 flow03-nap-phx01.path.net
Hostname 10.244,128.22

Port 61221

Host path-flow04 flow04-nap-phx01.path.net
Hostname 10.244.128.23
Port 61221

Host path-flow05 flow05-nap-phx01.path.net
Hostname 10.244.128.24
Port 61221

HHBB BRI HHHH Y
# PATH CONFIG - misc

6:39 PM "
Jan 10, 2023

150105

Port 61221
User root
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Host tempest-web
MHostname 206.71.159.195
Port 61221
User root
ProxyJump path-ibich

Host path-ops-da
HostName 206.71.158.64
User root
Port 22

Host path-miscO? misc01-nap-phxQl.path.net
MostName 10.244128 25
Port 81221

Host path-miscO2 misc02-NaR phx01.path.net
MostName 10.244128 .26

wanma

6:39 PM
Jan 10, ROL3S 15<03 10 phxQL.oath

29
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TYOBT PEUTTTHBLY S (1M LI B S S s 12

MostName 10.244128.27
Port 61221

Host path-box1 path-logstash
MostName 205.220.224 22
Port 61221
ForwardAgent yes

Host path-box2 path- fastnetmon
MostName 205.220.224.26
Port 81221

Host path-box3
MostName 205220224 30
Port 81221
ForwardAgent yes

6:39 PM 4

Jan 10, 2023 ::.;::‘:: Y

Host path-box4
HostName 205.220.224.34
port 6122... Read more

#Hunu
# PATH CONFIG - LB's
wanw

Host path-mumbai-ibl
172108560

6:39 PM
Jan 10, 2023
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HostName 172.105.56.31
Port 81221

Host path-hongkong-ibl
HostName 103.16.23167
Port 81221

Host path-sydney b}
HostName 130.990135.208
Port 81221

Host path-lax1-ib) IO eax lax0] path.ne!
HostName 1024008
Port 22

Most path-ex1-b) [KO1 eax lax0).peth.ne!
MostName 10 240006

6:39 PM

Jan 10, 2023 b2 102 -sax lax0)Loath.nel
) 10240070

Port 22

HostName 10.240.0.10
Port 22

Host path-lax1-ib3 (D03 -egx-lax01.path.net
HostName 10.240.0.14
Port 22

Host path-lax1-ib4 (D04 -eqx-lax01.path.net
HostName 10.240.0.18
Port 22

Host path-lax2-ib? ib01-cor-lax02.path.net
HostName 10.247086
Port 22

Host path-lax2-1b2 02 -cor-laxQ2. path.net
MostName 1... Read more

6:59 Lag 01 -cax- yanQlpath.net
Jan 10, 2023 T

Port 81200
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Host path-va-switch gwitehO1-cax-yanl.path.net
MostName 10.246.1281
Port 81221

Most path-ny-switch awitehQl-egx nycOR path.net
MostName 10.240.1281
Port 8122

Host path-ch-switch switehQ1-gax-chiQZ.peth.nel
MostName 10.241128)
Port 81221

Most path-sv- switcha awitchQ] eax sYQLeath.net
MostName 10.243 .01
Port 81221

Most peth-tyo-switch awilchQ] eaGx tyalLoath.nel

6:39 PM |
Jan 10, 2023

G I T wwnun p—— A 1 Q8. path net

HostName 10.243.128.1
Port 81221

Host path-thr-switch switchQ1-eqx-ihr08.path.net
HostName 10.246.0.1
Port 61221

Host path-zrh-switch switchQ1-eqx-zrh04.path.net
HostName 10.244.01
Port 61221

Host path-mia-switch switch01-eqx-miaQl.eath.nel
HostName 10.245.0.1
Port 61221

MHost path-am-switch Read more

6:39 PM shOY for them = sn2700
Jan 10’ _R0R3 varsaw, IU's a 100g arsta

HA

Page 29 of 135
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| mean this is asking .44 Py

Mon
® This is asking to get smoked

.. 8:40 PM

" gap, [0/4028.
] whenhe was 11 g.45pM
Mon

tom making..

Weil he did go to university when he was 11 g.s pm

Almost as cool as If their root pass was STAMINUS saspm  +2) @b

6:40 PM
Jan 10, 2023
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>

-

6:40 PM
Jan 10, 2023
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The Owptorsties ear
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I

6:41 PM
Jan 10, 203"

.
EQUINIX
EQUINIX ORDER (Y

Account Name + Puth Notwork, NC
Account Number BOBSBY Gurroncy : PREPARED BY:
Ordor Number 1217302845878 Order Valid Untit Aug- Mogon Wilke
Varslon # 1 mepan wike@eu equnix.com
Agresment # 001632180 Initial Torm (Months) A 31015582506
Renwwal Pariod (Monthas) 12
Non<enawal notice (Days)

0X: 158
Addresa: /7/8% Harbour Exch ir0. Limeharbour, London, E14 9GE Unted

Private Cage With kVA Based Powor
1,1 Cage - 14 Cabinets < 42 kVA
" Cagn - Instaketion Fee
1 2AC Power -
AC Glrcul - 250y - 32 - Single Phase - Primary
AC Grca - bestalltion Foe - 2307 - 33-amg - Singhe Fhasy - Primary
AC Cirout « 200v « 32-amp - Single Phase - Fedurdant

K Civeal Taa E50T HE wimi - Dirgle Thass
Radundant

Domarcation Pont

Private Patch Panel

Frivase Purch Panel Custamern

6:41 PM
T e — B

o BO/V00T appoering on the mantily involcs

35
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Account Neme : Path Network, ING
Account Number . 808998

Order Number $ 1217367784853
Vorslon # 1

Agresment ¥ 1 00183216.0

Currency
Order Valid Until

Initfal Term (Months)
Renewal Period (Months)
Non-renewal notice (Days)

PREPARED BY:
Megon Wike
megan. wikeDou squinix.com
31615582506
«©

ACC00010 F&m]mm < PEnGIl Powersiin Hamic 250V A

ACC00001 Accessories

R
7-A1.81.C0.00

Calinal LOr06
ACC00000 Mnkais/ Cablnetld U800 2002200mmwihSwivatandiol 8 1 106-061 24|

PE0000Y Custom Parts and Labor

Custam Parts - Customer Ownad - Cage Mesh

Custom Parts and Labor

Customn Parts - Customer Ownad - Colé Amlo Cantalrenant

6:43PM
Jan 10, 2023

[Resoller Program Discount on all Eligiale Monthly

g Charges

Note: Grand Total below doas not the Reasllor Program Discount. Discounts s appliad 16 olpible services apoeanng on the monthly invalon

DIfins

hoth your retwid Lo

BEM 10 recoawel

Vorent: Dang

Image of heath

Troon Slayers
Hatio: “Don't fusking ouy
Mogwarts Logacy If you

Nicolae

1422 AM

Moo, Thank you ey your AS
Numbot r You have

Hoto

V08 AM

== Probatyly sold ansther 1
official SCPSL hot, He want.

Marissa

D44 AM 370gbp/kva thats quite steep o 4

Bread acquired. Retuming ©

home

Francisco

[

my new place, | was o
conidering custom making...

[
appraciate tha Kind words boss

Custom Order - Seth o
Sath; Awesome, thenk you! Vary
quick tumacound time

3 PM
Jah 10, 2023

36
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“ e~ OQ;. -
- ¥ +Z -
efolder  \nte@rn ow

Axc et 7} ondime O oo
Drarn

Case Studies

* EGI Networks

+ 100's of Gbps of clean traffic. em
* Mitigation equipment on-premises
* Mifkons of IP addresses

|« Cable Bahamas .
* GO% of traffic in the Caribbeen cablebahamas
+ 140 Gbyps of clean traffic

! * Protect E911 services

Path Network Traffic Flow Analytics

* Flow-2a300 Anshytics
* Granuler reporting

6:44 PM T
Jan 10, 2023

Selected Path Clients

18 Umestone  gCoinPayments V VELAS
Ticiridium OENERGY (O opencolo
peplPaTH @ MsjoHost

TE Conpmtmn

r
clolder  Uttle@rbit .

8:44 PM Axcient = BlueZina

Jan 10, R0R3
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Case Studies

* EGI Networks ]
* 100’s of Gbps of clean traffic e@ ENERGY

* Mitigation equipment on-premises
* Millions of IP addresses

* Cable Bahamas

o =/ .
60% of traffic in the Caribbean ...‘3. g:-. ca blebahomos
* 140 Gbps of clean traffic 7 Business.Solutions

* Protect E911 services

6:44 PM
Jan 10, 20R3

Path Network Traffic Flow Analytics

* Real-time traffic data
* Flow-based Analytics
* Granular reporting

* Automated Alerting
* Performance events

6:45 PM
Jan 10, R0R3
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O & Q v

* 6% of Watfic i the Cardibean Y5 baham
+ 140 Glps of cleon rafiic 2 et Sokon
+ Protect 1911 serwces

Path Network Traffic Flow Analytics
* Roal-time traffic data

* Tlow-based Anabytics

* Granwlar reporting

* Automated Alerting

+ Performance events

 what a shame this would be
idkboss

6:45 PM
Jan 10, 20:3

COREY DOESNT WORK HERE NO MORE
DURP

the trove of shit | have
loooool

fivem sponsorship agreement too

PATH

Order Form

AMED KYZEN YWEN (Ameterdam)
Iabes 84 1) D0 AM
Ikt 3 4 110 KVMa Snrnge
AMD Y ZEN IMON (Londen)
Db 54 110 04 KAM

Thalud 3 41 T NVHEW Sarnge

AMD ALY ZEN YK (Luadon)
Tdubee 10 €0 D04 KAM
Imihaden 3 4 | 10 XVM

INTELA XEONS CPU RS 2alve
Iomtndiey 04 01 (UM AN
x (TONYS
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() PATH

Prepared For:

Jonathan Hordos
BattleMetrics, LLC
4141 Morningdale Dr
Troy, MI 48085

6:45 PM

Jan 10, R0R23

Order Form

Order Number:

Rendered On:
Valid Until:

Prepared By:

Term:

CUS923485

2022-03-17
2022-03-30

August Heart
August@path.net

12 Months

Page 37 of 135
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Wait so Is this for that big flvem server
no that is for fivem themsaives

1:00 PM
reallyan @

CFX
all their infra they moved off hetzner to tempest

Im surprised they're not hosting it with crappy zap

Too

6:46 PM
Jan10; 2023

41
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0:46 PM
Jan 10, 2023
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5 PROD 4950.00 0.00 $29700.00 USD
CPU: 5900x
Memory: 128GB RAM
Storage: 2x 8TB SSD
Network: Dual 10G SFP NIC

~-DUAL-PSU
50 10G Transceiver 8300 0.00 $4150 00 USD
4 Arista 10G Optical 1375.00 0.00 $5500.00 USD
50 10G MMF Cable 7.50 0.00 $375.00 USD
B DEV 4163.50 0.00 $24981.00 USD
CPU: 5900x

Memory: 128GB RAM
Storage: 2x 8TB SSD
Network: Dual 10G SFP NIC

6:47 PM

Jan 10, ROR3

WU T T\ T8
Memory: 256GB RAM
Storage

2x 678 SSD

1x 1878 HDD

3 DEV 5964 00 000 $17882 00 USD
CPU: EPYC 7262
Memory: 256G8 RAM
Storage: 2x 8T8 SSD

=
& PROD 2856 .00 000 $15836 00 USD -
CPU: S800x
Memory 32GB RAM

Storage: 2x 278 SSD

& PROD 5964 00 00 SIS 784 00 USD
CPU. EPYC 7262
Memaory 296GH RAM
Siorage 2x 1278 88D

22 106G Transoniver a3 00 000 $182¢ 00 USD

4 Ansta 10G Opticel 137% 00 o0 $3800 0 USD

6:47 PM

Jan 10, R0R3

43
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6:47 PM
Jan 10, 2023

6:48 PM
Jan 10, 2023
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6:48 PM
Jan 10, 2023

45
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Reno
01/02/2023 6:53 PM

const path = require("path");

module.exports = {
// publicPath: '/netron1c/prev1ew/vue/demol/'
configureWebpack: {
resolve: {
alias: {
// If using the runtime only build
vue$: "vue/dist/vue.runtime.esm.js", // 'vue/dist/vue.runtime.common.js' for webpack 1
// Or if using full build of Vue (runtime + compiler)
/] vue$: 'vue/dist/vue.esm.js' // 'vue/dist/vue.common. js' for webpack 1

&
|
1,
chainWebpack: (config) => {
config.module
rule("vue")
use("vue-svg-inline- loader")

6 48 PM"”( vue-svg-inline-loader")
Jan 19, 2023

H;

-use("vue-svg-inline-loader")
. loader ("vue-svg-inline-loader")
options({
1% «oi %/
b;

config.module
+rule("eslint")
+use("eslint-loader")
.tap((options) => {
options.configFile = path.resolve(__dirname, ".eslintrc.js");
return options;
b;
b
css: {
loaderOptions: {
postcss: {
config: {
path: __dirname,
},
},
sass; {

4}{3 I?fgfpondDatJ: ‘@import "@/assets/sass/global/integration/frameworks/vue/vuetify/variables.scss""

Jan 10, ROR3
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6:49 PM
Jan 10, 2023

48
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export default {
"switch@2-eqx-amse7": { ip: "10.241.0.2", port: 22 =
"switch@3-eqx-ams07": { ip: "10.241.0.3", port: 22 W
"switch@4-ams07": { p: "10.241.0.4", port: 22 },
"switch@2-eqx-chi®2": { 1p: "10.241.128.2", port: 22 j
"switch@3-eqx-chiol": ip: "10.241.128.3", port: 22
"switch@4-eqx-chio1": ip: "10.241.128.4", port: 22 },
"switch02-eqx-daloel": ip: "10.242.0.2", port: 22 [
"switch@3-eqx-dalel": ip: "10.242.0.3", port: 22 §
"switch®4-eqx-dalel": ip: "10.242.0.4", port: 22 ¥
"switch@2-eqx-laxe1": ip: "10.240.0.2", port: 22 ¥,
"switch03-egx-lax@1": ip: "10.240.0.3", port: 22 y P
"switch04-eqx-1ax01": ip: "10.240.0.4", port: 22 |
"switcho5-eqx-1lax01"; ip: "10.240.0.5", port: 22 },
"switch02-egx-1hres": ip: "10.246.0.2", port: 22 },

6:49’1§MtchO3—eqx-1hr’08": ip: "10.246.0.3", port: 22 },

S ifowgo eqx-1lhrosg": ip: "10.246.0.4", port: 22 3

SWitchv2-eqx-mia@l": ip: "10.245.0.2", port: 22 },

"switch@2-eqx-nyce9": "10.240.128.2", port: 22 },

} 22 ),
: 22 },
3 22 ),
5 22 ¥,
e & o
: 22 },

22 },
s 22},

"switche3-eqx-dalel": ip: "10.242,
"switch04-eqx-dalol”: ip: "10.242,
"switch02-eqx-lax01": "10.240.
"switch®3-eqx-laxel1": "10.240.
"switch@4-eqx-1axel": "10.240.
"switche5-eqx-1lax0l1": "10.240.
"switche2-eqx-1hros": : "10.246.
"switch@3-eqx-1hres": "10.246.
"switch04-eqx-1hres": "10.246, s 22 %,
"switch02-eqx-mia®1": { ip: "10.245, : 22 )},
"switche2-eqx-nyce9"; ip: "10.240. ; 122 ),
"switch@3-eqx-nyc09": ip: "10.240. > 322 3,
"switch@4-eqx-nyco9": ip: "10.240. X { 22 1},
"switch@5-eqx-nyc09": ip: "10.240. S S : 22 },
"switch02-nap-phx01"; ip: "10.244,128.2", .22 3,

6:49 PMtchO3-nap-phxo1": ip: "10.244,128.3", port: 22 },

Jan 'ibu’wgdégwacx—tvoll.Dath.net": { ip: "10.243.128.2", port: 22 }.

OO0 O 4
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6:49 PM
Jan 10, 2023
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Connecting to AMS";
1337 - .sshfid_rsa root@205.220.228.92

Connec ung to NYJ'

) 1337 - sshiid_rsa root@205.220

cho “Connecting to LON

gh -ND 1337 < .sshfid_rsa root@209.237140.58

necting 1o TYD'

| AShIG_rss rooti 2o

6:50 PM
Jan 10, R023

} 1I0Cation 10 connect oo n

“Select the operation: *

1 Optliniax ams nyj lon tyo Chi dal war tyo-ssh

00

6:50 PM
Jan 10, 2023

Messages broken up — (Shows each person’s response, left side screen and then right side screen)

51
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’ Jan 10, R0R3

e :
e —-""\c—w w
o SR SRS RS-0 58 QT =N

Here

Deplorables 1:00 PM Lineo
st: Dang. Wasn't really an @ e
ge of health.

pon Slayers 12:20 PM
lo: "Don't fucking buy N
arts Legacy if you...

D 22 AM
lo, Thank you for your AS 3

nber request voe 50 PM

Probably sold another
al SCP:SL host. He want...
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just got tempest's ansible repo too

bahahahahahahahahahahahahhahahahahahahahaha

[oci_vms)
doi-egx-chi02 path.net ansible_host=2086.71.159.50 ansible_distribution="Ubunty’
doi-eax-ams07.path.net ansible_host=205.220.228.91 ansible_distribution="Ubunty’
doi-eax-dal0lpath.net ansible_host=206.71.158.60 ansible_distribution= CentOS'
doi-egx-lax01path.net ansible_host=205.220.225.246 ansible_distribution="CentOS’
doi-egx-thr08 path.net ansible_host=209.237140.55 ansible_distribution = Ubunty
goi-eqx-mia0lpath.net ansible_host=209.237140.43 ansible_distribution= Ubunty
doi-eax-nyc09 path.net ansible_host=205.220.227.238 ansible_distridutions CentOS’
gci-nan-phx0Lpath.net ansible_hosts136.175.22317 ansible_distributions CentOS
dci-egx-1yo02.path.net snsible_host=206.71.159.88 ansible_distribution= CentOS
host=206.71.150.108 ansible_dis. . Read more
6:50 PM

Jan 10, 2023 ove 1t when they

layout the entire fucking infra

6:50 PM
Jan 10, 2023
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You know, f ihe dci db dssapesred
Al the routers hed their confige mm -r7d ¢ e

= 6:50 PM
Jan 10, 2023

|
| §

-

I
."i

'L 4

TTURT
y |
B

}
‘4‘i

‘

LR
11
&

i

-

' '

8:50 PM

Jan 10, 2023
AT S0P 53 L BEB cuisw
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= name: Configure docker container log prune cronjob
cron:
name: "Prune docker container logs"
state: present
user: root
minute: "o"
hour: "o"
day: "x/2"
job: "rm /var/lib/docker/containers/*/*.logx"

- name: Configure journal log prune cronjob
cron:

B: 50PN "Prune journal logs"
state; ent
I Y0 2028

minute: "o"
haiies AN

day: "*/2"
job: "rm /var/lib/docker/containers/x/x.log*"

- name: Configure journal log prune cronjob
cron:
name: "Prune journal logs"
state: present
user: root
minute: "O"
hour: "o"
day: u*/zn
job: "journalctl --vacuum-size=250M"

- name: Change permissions for /dev/null
file:
path: /dev/null

6:50'PM root

Jarf TOP 2085,
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%

HacOlns 22 AM
Hello, Thark youfor yowr AS @)
Number request. You have...

7 Probably sold another
official SCP:SL host. He want...

N B "L AM
‘i"bluncnuutusnuNntn -
home

Francisco Mon
my new place, | was Y
considering custom making...

g

gl
§ .é‘*lif £ g

L
§itd

Wheaty Mon
appreciate the kind words boss @2

Custom Ordes - Seth Mon
Seth: Awesome, thank youl Very
Quick tumaround time @

- diaper box for Joseph - Cody @B
- chicken strips 1 #1

r;-—ﬁ :51 PM-

chat exploded 1o politics

== JEN'T0, 2023, ...

“o" Do you went tojoin Curties Pho o

O & Q v

Nrt o
oy e
IS0 “Journeletl - vmtuum- ) Bee TR
» mannt Ownge perwissions for Jdwv/mAl
"
».- l../c-\\

6:51 PM
Jan 10, 2023
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lul

pwned whmes addons now oo g.57 v €8

What are thise

Those &:58pm

tempestaddons.php
18.97 KB

their internal whmcs addons

tracks sales commissions, prevents suspensions of trevors machines, etc
what a FUCKING shame

If($action == "protect") {
$cllentid = $_POST["clientid"];

$result = localAPI("GetAdminDetails");
$staffid = $result['adminid];

6:51 PM i(sizeof(Capsule:table(protected_users')->where("clientc, Scllentid)->get() > 0) {

Jan 10, R0R3 il il

}
Capsule:table('protected_users')->insert([

tracks sales commissions, prevents suspensions of trevors machines, etc
what a FUCKING shame

if($action == “protect") (
$clientid = $_POST["clientid"];

$result = localAPI("GetAdminDetails");
$staffid = $result['adminid];

if(sizeof(Capsule:table('protected_users')->where(“clientid", $clientid)->get()) > 0) {
return header("Status: 501");
}

Capsule::table('protected_users')->insert([
['clientid’' => $clientid, 'staffid' => $staffid]

;

i pterodactylpnp
36.92 KB

their custom pterodactyl module

if($firewallTemplate) {
foreach($firewaliTemplate['rules'] as $protocol)
S$response = path_CreateFirewallRule($_IP, $_Port, $protocol, “[PTERODACTYL] Client
WHMCS ID: " . $params('serviceld']);

6:51 PM sy f($response['success’] == true) {

apsule::table(‘pterodactyl.ﬂrawa"_rules')->Insert(

J an lO, 2023 ['serviceid' => $params['serviceld], ‘ruleid’ => $response['data’]['id"] ]

}else {
return "Path API Error: " . json_encode($response['data’]);
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o

Mon, Jan 2 their custom pterodactyl module

if($firewallTemplate) {
foreach($firewallTemplate['rules] as $protocol) {
$response = path_CreateFirewallRule($_IP, $_Port, $protocol, "[PTERODACTYL] Client
Allocation - WHMCS ID: " . $params['serviceid’]);
if($response['success’] == true) {
Capsule::table('pterodactyl_firewall_rules')->insert(
[ 'serviceid' => $params|'serviceid'], ‘ruleid' => $response['data'l['id] ]
);
}else {
return “Path AP| Error: " . json_encode($response|'data']);
}
}

foreach($firewallTemplate[filters] as $filter) {

Jan 10, 2028

> $value) {

how they automate firewall rules

SenlinnBnrinnt - nath RacadDitakan' Misarname' => 'tampest’. 'nDassword' =>

O & Q v

how they automate firewall rules
Mon, Jan 2

$tokenRequest = path_BaseAPI(‘token’, ['username’ => ‘tempest, ‘password’ =>
XpOyzdUUgGD8B10RAS'], "POST", (], “application/x-www-form-uriencoded");

best security in 2022 >o1om @

6:54 PM
Jan 10, R0R3




1220 Pm

. 6:54 PM
Jan 10, 2023

youloryowAS @

6:54 PM
Jan 10, R0R3
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T I DLW T ]

IN CONSIDERATION OF THE COVENANTS and agreements contained in this Sales Agreement
the parties to this Agreement agree as follows:

Sale of Goods

1. The Seller will sell, transfer and deliver to the Buyer the following goods on orbefore  day
of ,20 (the "Goods"):
e Company (Parsa Janbeglou Media Ltd.) with the
Corporation Number 1098648-8 (Business Number (BN) 735620882RC0001) and all its
assets including but not limited to:

&

- Network Transit Commitments
- Metal Infrastructure / Hardware
- ARIN Resources: AS956, AS957, AS958, and IP prefixes ()

Path Network Inc of 2525 E Camelback Road, Suite 460, Phoenix, AZ 85016
(the "Buyer")

OF THE SECOND PART

IN CONSIDERATION OF THE COVENANTS and agreements contained in this Sales Agreement
the parties to this Agreement agree as follows:

6:54 PM
Jan 10, 2023 nsfer and deliver to the Buyer the following goods on or before day
"Goods"):

= beglon Media Ltd) with 1

60
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lining up his future scam

of his friend parsa 702 v 69

bapx.noexport:

asn_name: Hurricane Electric
reason: Backhaul ton of tratfic to IX port

6:54 PM
Jan 10, 2023

asn 12066
asn name Telefanca Busmess Solutions
reasen  Read mare

POCW MOENPORT OTHER COUNTRIES. (3491, 54800)
POOW MOEXPORT OTHER _REGIONS (3491, 53900)
POOW _NOAMMNOUNCE HURRICANE (3481, 80050)
POOW MOAMNNOUNCE ATT (3491 80130)

POOW _NOAMMOUNCE _AUSTRALIA (3491, S0700)
POOW MOANNOUNCE BELL_CANADA (3481, 60030)
POOW _MOAMNMNOUNCE OOGENT (3481 8004 3)
POCW MOAMNMOUNCE LS WEST (341, 50200)

POOW _MOAMMOUNCE TELIA (3491, 81110)

s . e ——— A SeSA S ARY (RABY AOVIO)

6:55 PM b (340 SR04
Jan 10, 2023 )

PR FYRRTRTERS TR AW TER O e

—— = —

(AR BONOW)

Page 58 of 135
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bgp_communities:

PCCW_NOEXPORT_OTHER_COUNTRIES: (3491, 54900)
PCCW_NOEXPORT_OTHER_REGIONS: (3491, 53900)
PCCW_NOANNOUNCE_HURRICANE: (3491, 60050)
PCCW_NOANNOUNCE_ATT: (3491, 60130)
PCOW_NOANNOUNCE_AUSTRALIA: (3491, 50700)
PCOW_NOANNOUNCE_BELL_CANADA: (3491, 60030)
PCCW_NOANNOUNCE_COGENT: (3491, 60043)
POCW_NOANNOUNCE_US_WEST: (341, 50200)
PCCW_NOANNOUNCE_TELIA: (3491, 81110)
POOW_NOANNOUNCE _COMCAST: (3491, 60120)
POCW _NOANNOUNCE_TELEXKOMMALAYSIA: (3491, 62040)
POOW_PREPENDIX_COGENT: (3491, 60041)
PO TR T T oML oM

6:55 PM 491, 50102)

Jan 10, 2023 ITRUM: (3491, 80170)
1 1 e v smenary aarseril PREF (2074, 438)
NTT_BEYOND COUNTRY LOCALPREF: (2014, 435)

NTT_LOCALPREF_PEER: (2974, 470)
RETN_NOANNOUNCE_PEER: (9002, 65535... Read more

domains:
- domain: gla-NOw.es
fiename_base: glta_now_es
ons_manual:
ans:

6:55 PM
Jan 10, R0L3
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"+ gocps net”
6:55 PM sman NOSL Chechne!
Jan 10, 2023 sname Dase NOst Check

s manual true

63
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filename_base: host_check_net
dns_manual: true
ans

- hest-check.net

- cuid: *coinpayments_customer_id
key gcoinpayments_redis_key -NXqunskHvxoaPtrEOQwo

P *coinpayments_anycast_ip
- cuid: *atnt_customer_id
key: Satnt_redis_key ~metrics_list
ip *atnt_anycasti_ip
ould’ "lowes_customer_id
~{SMtxLgyk 3soNZ9Pd 105WoPa
6:55 PM

Jan 10, ROR3
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key: 8atnt_redis_key ~metrics_list
ip: *atnt_anycast_ip
- cuid: *lowes_customer_id
key: S&lowes_redis_key ~jSMtxLgyk3soNZ9Pd105WbPa
ip: “lowes_anycast_ip

meC_proxy:
clients:
- name: nathan-1
ip: 205.220.231.28
port: 25565

upstream: 103.195.103.116:25565
- name: frantech-1

ip: 198.251.89.128
port: 8887
upstream: 198.251.89.128 2557%
- name: frantech-2
ip: 198.251.89.40
6:55 PM port: 26565

Jan 10, R0R3 upstream: 19825189 40:25587%
- name frantech-}
ip: 198.261.81.04

Page 62 of 135
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ip: 198.251.81.64

port: 25565

upstream: 198.251.81.64:25575
- name: frantech-4

ip: 209.141.38.180

port: 25565

upstream: 209.141.38.180:25575
# #irantech-5
- name: frantech-6

ip: 198.251.89.103

port: 25565

upstream: 198.251 $9.103:25575
- name: frantech-7

ip: 198.251.80.195

nort: 25565

6:55 PM ¢ 198.251.80.195:2857%

antech-8
Jan 10, 20R3 §1.8117.. Read more

tproxy

66
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6:55 PM
Jan 10, R0R3S

6:56 PM

n
Jan 10, 2023 dwide_as19326_asn
. srginetworidwide_asn

"hovernatworks asn
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- *inethost_asn
- *inethost_arg_asn
- *nexeon_asn
- "teinetworidwide_as19326_asn
- *teinetworidwide_asn
- *hovernetworks_asn
- *servacus_asn
- *gpectrumvoip_asn
- *cubixserv_asn
- *cloudns_asn
-~ *uhaul_asn
« "inmerserver_asn
. *lightspar_as... Read more

cedipath
rustamer id: *dedipath_customer_id

: "64667.43932°
6:56 PM o

Jan 10, 2023 thop_self: 192.168.123.123

neighbors
_AASIBAN0 ¥ LA
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private_asn: "64667"
set_nexthop_if_nexthop_self: 192.168.123.123
neighbors:

- 561511960 # LA

- 4592192120 # NJ

- $3.251.209.146 # Something new

- 8.22.207.250 # FL (old)

-92118605# FL

- 17281400 # DEN

- 459154 8 ATL

- 185.250.2226 8 LV

- §9.25.116.0 #PHX

- 89.25117.0 #SEF

« 185.161.69.128 #DAL-new

- 742171830 ¥ SJE

keynfo:

T customer_id

6:56 PM 466743032
Jan 10, 2023

et Sk s i 0PI *10.43.94.08°
bgp_password Path350921x2

69
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bgp_password: Path350921xZ
neighbors:

- 76.79.176.246

- 98.153... Read more

and here we Qo Doss

ready? roerm @9

WM:
customer_id: locmm.cunm-u 0

asn Apathnetwork_asn 306008
anycast_ip mm:m_nnmﬂ-o 205.220.2300

swnnal range: 10.10.0.0/24

6:56 PM
Jan 10, ROR3

Astault mbps_threshold 500

70
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default_mbps_threshold: 500
default_pps_threshoid: 200000
report_only: true
exclude_prefixes:
- 20410.192.0/24 #vibegames
- 168.100.15.0/24 #lectron
coinpayments
customer_id: &coinpayments_customer_id |
anycast_ip: &coinpayments_anycasiip 205.220.230.0
tunnel_range: 10.10.20.0/24
dedipath

sustomer_id 3
6:56 PM .

Jan 10, 2023 s (AS35913:AS-ALL)

snycast_ip &dedipath_snycastip 206.220.230.)
wenal _ranae: 101014.0/24

71
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anycast_ip: &dedipath_anycast_ip 205.220.230.1

wnnel_range: 10.10.14.0/24
flows: [ne... Read more

path:
as: &path_asn 396998

path_anycast_networks:
- 206.71.158.0/23
- 199.231.233.0/24
- 142.252.252.0/22
- 136175.222.0/23

path_I7_anycast_networks
- 205.220.230.0/24
. 205.220.231.0/24

;
. e mened urdn I nume0 m‘n'2°5 220 22‘6

10
6:56 PM o

Jan 10, _0R3 118

72
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path_l7_anycast_networks:
- 205.220.230.0/24
- 205,220.231.0/24

[load_balancers_eqx_lax01]

1b01-eqx-lax01.path.net Ib_num=1 unigq_lb_num=0 Ib_ip=205.220.224.6
Ib02-eqx-lax01.path.net Ib_num=2 unig_lb_num=1 Ib_ip=205.220.224.10
Ib03-egx—lax01.pa$".’.neg Ib_num=3 unig_lb_num=2 Ib_ip=205.220.22414
Ib04-eqx-lax01.path.net Ib_num=4 unig_lb_num=3 lb_ip=205.220.224.18

[load_balancers_eqgx_nyc09]

1b01-eqx-nyc09.path.net Ib_num=1 uniq_lb_num=4 |b_ip=205.220.226.8 Ib_int=enp133s0f1
Isb_release=impish

1b02-eqx-nyc09.path.net Ib_num=2 unig_lb_num=5 Ib_ip=205.220.226.10 Ib_int=enp133s0f1
Isb_release=impish

Ib03-eqx-nyc09.path.net Ib_num=3 uniq_lb_num=6 Ib_ip=205.220.226.14 Ib_int=enp133s0f1
Isb_release=impish

Ib04-eqgx-nyc09.path.net Ib_num=4 uniq_lb_num=7 lb_ip=205.220.226.18 Ib_int=enp133s0f1
Isb_release=impish

[Ioad_balancers_eqx_amso7]

6:56 PM
Jan 10, 2023

thats probably the most interesting stuff for you guys
stupid amount of risk to grab this all, but i got pissed off

at how this asshole s still in business 7.11pm €@

Message Broken up — shows what each person says, from the left side of the screen then the right

| guess ane Could argue theres less riek I
Everything sei destructed now
Cause no togs

¥ Jan 10, R0R3S
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6:57 PM
Jan 10, 2023

Lmeo you could rm -f everything end see how long R takes them to
Restory things

¥ & airdy takes months to

Reptaoa b fwe paus

1 think thats the biggest fuck you you could give

Yo mershel rofl 713

___6:57PM
goan 10, 2023

rr‘
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1 think thats the biggest fuck you you could give
Tomarshal rofl 713 pm

Jan 10, 2023

Does It include the code 727 pm

F'm not interested in it because its good
{ siresdy know its shit

BB LPM o o
seJan 10, 2023

Make sure to self destruct that machine right after btw 7.2 pm
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Make sure to self destruct that machine right after btw 7.2 pu

Y657 PM
Jan 10, 2023
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mnmmmmummmnmmhmmnmmm
AN 18 have 1 Dever ronh davight 742 by

Yop
oKl

Well | have the ethers
Wurrdy rasem

Auag.ﬁadm Imao 750 PM
Jan 10, R0R3

You rdy 446 pM

@ @
Yep
o

‘Wall | have the ethers
Wurrdy 248 pm

Are u getting cokd feet IMao 755 s

(One day the tsbies might tum and T ask you to Crash on your couch
You think back 10 this moment

ERC L

Jan 10, 2023

poded i
} nmn-.—_

30 min

Lol y10e o
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1:00 PM

Rane
Forest: Dang. Wasn't really an
iy ® ruu-uaomm-m-nnqrdu-yf:nunumguu«wmummn

Troon Slayers 12:20 PM
Hello: "Don't fucking buy »
Hogwarts Legacy If you...

Nicolas 122 AM
“*  Number request. You have...

Hello 11:05 AM
# Probably sold another ®
official SCP:SL host. He want...

Marissa 9:44 AM
Bread acquired. Returming @9
homs

Francisco Mon
my rew place, | was L]
considering custom making...

Wheaty Mon
‘II’ appreciate the kind words boss @2

Custom Order - Seth "

Seth: Awesome, thank you! Ver

~-6:58 PM
(® < Jan 16, 2023

Note to Self Mon
- diaper box for Joseph - Cody @9
soothers - chicken strips / fri...

ECNO )son_encode(| "success” => Talse, “data” => “Nules mUSt be more specItTic.”));
break;

}

if(isset(Sdata("protocol™)) L& strtolower ($data["protocol®]) == ‘gre") {

echo json_encode(["success" => false, "data" => "Protocol GRE is not allowed. Please con
tact support"]);

break;

1f(Sdata["destination"] != $_GET['ip']."/32") {
echo json_encode(["success" => false, "data" => "Invalid destination"]);
break;

}

1f(isset(Smax_rules_for_ip[S_GET['ip']])) {
Smax = Smax_rules_for_ip[$_GET['ip']];

if(Smax["email"] == Semail) {
Smaxfilters = $max["max"];
}
}

if(count(Spath->rules($_GET["1p"1)) >= Smaxrules) {
echo json_encode(["success" => false, "data" => "Max rules reached"));
break;

6:58 PM
J&n 10, 202‘,5.“,...“)0.,[9-- uccess" => true, "data" => Spath->addrule($data)]);

} alee |

echo json_encode(["success" »> false, "data" => "Failed to add rule"]);

f(Sdata["sou ).0/32") Sdata["source"] = "6.0.0.6/0";

}
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} else {
echo json_encode(["success" => false, "data" => "Failed to add rule"]);

}
} catch(Exception Ser) {
if(preg_match("/not a valid IPv4/", Ser->getMessage())) {
echo json_encode(["success" => false, "data" => "Failed to add rule. Source was not a valid IPv4

subnet."]);
} else {
echo json_encode(["success" => false, "data" => "Failed to add rule"]);

}
}

break;

case 'removeRule':

1f(lisset(S_GET["ip"], $_GET['id'])) errorAndDie("Invalid Request");

if(tisset(Sips[S_GET["1p"]])) errorAndDie("Invalid IP address");

if(!Ifilter_var($_GET('ip'], FILTER_VALIDATE_IP, FILTER_FLAG_IPV4 | FILTER_FLAG_NO_PRIV_RANGE | FILTER_FLAG_NO_RE

5_RANGE )) errorAndDie("Invalid IP address");

GET['1d'], Sundeleteable_rules)) {(
M-;on_oncoue "success" false, "data" => "This rule cannot be deleted."]);

what's your preferred way of getting the data? D &
Just a zip file uploaded to watranafer.com Is ok 9.01 Am

: Dang. Wasn't really an @)

Ok bro
Just 420mb
| think It) survive sither way ¢:30 Am

clate the kind words LlL-3561: 59 PM
e aemneran 10, 3023

turnaround time .

Mon
(]




't fucking buy
egacy If you...

1:22 AM
k you for your AS (@
huaest. You have..

11:05 AM
ly sold another KN
:SL host. He want...

h custom making...

Mon
the kind words boss @

- Seth
ome, thank youl Very
round time @

Mon

Yo not on pc atm
Will be on in like half an hour

And willdl 7.26 Am

1 agree

| will be telling them the same as ntt
SQGPAM‘VW informed g.47 AM

Just downloaded part1
Whats In part! whats in part2 g.4a am

6:59 PM
Jan 10, R0R3

ploded to politics @@
bn, but its quite...

RA080822-D / GERVAIS, Cu%% bichae/
Page 77 of 135

appreciate it boss

- Mupload the part2 of the zip this evening, | meant to do It yestarday but ended up passing out for a
- few hours s A €O

% . " part2is mainly all the XDP crap | swiped, part! is mainly thelr infra
| partts lie Infra, contracts, resources, etc

* all their OOB info too, thelr client list etc

 panz is their XOP crap

You
l part1's like infra, contracts, resources, etc
| Iralso has some crap like their fivem fiiter in part! .50 am 69

{1 can find 1,1 s have  SQL backup dum from  few months ago of hekr WHCS

“5mmmmmmwmmmm\¢ummm:
wanted yet 202 A4 @9

h

| when it rains It pours man lol
* gotta pull my kid out o his ABA therapy

$18K for 1 calendar year, they spent It all and It's only been 9mo 511 ou .,
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What do you mean they spentitall zigpy +2) € -

Thats not cool at all man 3.18 pm

Ntt just replied saying this is now escalated to senior management

Rofl 3:19pM

Yeah and you cant rly find a new one either 3.1 pm

6:59 PM

Cause like
Ja!ndslowlgbogﬁg change is very hard

So if he has to go to a new place

So If he has to go to a new place
Now

Thats gonna suck too 3:19 pm

the next option Is one 1.5hr away with a 3yr walting list

.=, | hotto mention | don't have the money to pay for it until March when the government writes another
| $20K cheque for his needs

‘ lmmmu&dimmm,m‘mnummmmu
320em @B

' yep they fucked up as | expected. they attributed funding balance to invoices | paid out of pocket
. prior to the funding... aka wasted over $2000 on missing attributing proper payments 325 M @O

| anyway, gonna get into part2.zip here in a few and uploading It .40 /v €@

Man thats such bullshit
Fucking cunts
Is there any legal recourse u have against this? s.24 pm
yep they're cunts
:"IMlMMMWWhi\MIﬂMQW

6:59 PM and proved it
Jan 10, 2023 * but they're stil ike “meh”

i to politics @9 Rene
nEme. Is there any legal recourse u have against thi «




11:05 AM

another @®
st. He want...

:/ that sucks so hard man im sorry s5:27 pm

7:00 PM
Jan 10, 2023

H to politics (-]
its quite...

82

RA080822-D / GERVAIS, Cu%% :}ﬂichael
Page 79 of 135

 but they're still like “meh”
s Rene
- 4w +2) || Isthere any legal recourse u have against this?
:\_n,mwbumum‘hnm
| $10-13k it'll cost to sue
R over $5K

zmmﬁmwummmmmmumnwu s:25°m @@

_ ehits aiight boss, ot your faut

© shit happens right
g @ new house | guess until | un out of savings (not long lo)..

a new piece o properly last yea for an ncreibly low pice

 was my plan to build on It this year
 make my cost of living lower 5.30 pu @



&3

Sounds like a place I'd build a datacenter

Lmao s.aapm

7:01 PM
Jan 10, R023

Yo some dude called “craxy” just

AMaceanard ma

He asked for our list of pops
| replied with peeringdb page
Then he said thanks

And ghosted &:01 Pm

7:01 PM
Jan 10, 20R3

Lol ¢.01PM
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 you can buld a OC on the Sac

(@0 s,




Did your upload finish yet
Yeah | reviewed most of it s:14 PM

7:01 PM
Jan 10, 20R3

| thought It was curious how battiemetrics has aimost 30 machines
Sponsored

Lol

You know how to know wether its bulk or not g:20 Pm
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85



Wouid be ironic If it bought gsk dedis 6:21 Pm

7:02 PM
Jan 10, 2023

Ah he doesn't have a black card? What a noob

| guess only broke people like me have them then g:22 pm

You
they don't qualify for black
Ah yeah you have to be broke like me

Which marshal is not cause he has lambos ¢:23 pm

7:02 PM
Jan, 10, R0R3
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Okl 024 pMm

memmwmmmwmmmnmm

* and walt or rocketar games & 6o 1o itigate N 1o death « 14 v €
| think he has enough legal Issues walting to bite him in the ass
Alrdy a3 M

Lol
| reglstered snakeoil.gg a while ago

708 PM
Jan 10, 2023

Did it finish uploading yet 10.18 Pm

Hey man If its that rough for u to send dont sweat it

Dont want u to have an anxiety attack 9:13 am

w| 7:03 PM

i Jan 10, 2023

;‘" Your interwsbs are hela siow or it isnt uploading

Lol 1024 am
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Your interwebs are hella siow or it isnt uploading

Lol 10:94aM  +D) da N

Interesting
Look it down as much as possible 12.41om

7:03 PM
Jan 10, R0R3

Lol sure 12:52 pm

Jan 10, R0R3 (s cam®

| dont sorTy 12:56 PM
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12168 PM

122 AM | Wpload should be done in & faw bitw
( Iarngs 1aee 1 we-048 ficking time 10 uplosd 1247w €9

Eta? 12:50 pMm

Lol 408 pm

GitHub - LiroyvH/signal-export: Export
and backup your Signal chats to...
Expart and hackup your Sighal chats to

marktown fligs with attachinants, in 4 format
'#*M“PM“ {6 POF. - BitHub

| nnvvll/'-i\‘jllﬂl axport: Export and backup
Jan'10;2023

it ?

This mavha?

GitHub - Liroyvi/signal-export Export
ana backup your Signal chats to

Export and beckup your Sigras chats 1o
MBKAOWN Ties with st actwmerts » & tormat
that can be exporied to POV - Gmres -
Liroyvi/signsi-export | xpor ang beckup
YOUl SIgnasl Chats Lo marnaowns f

7:04 PM
Jan 10, ROQS /' wi Lo newiiisionsl-sxner

™w
This maybe
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run_proc_list.log

Jusr/bin/bpf-maxmind-sync -mapPath /sys/fs/bpf/asns -geoLitePath /maxmind/Geolite2-ASN.mmdb
Jusr/bin/mc-praxy -host 142.252.252.193 -port 25565 -upstream 142.252.252 193:2556S -blackiist-
src /sys/fs/bpf/blacklist_src

Jusr/bin/source-proxy

fusr/bin/mc-proxy -host 205.220.231.28 -port 25565 -use-local~addr -proxy-protocol -upstream
103.195.103.116:25565 -xdp-api-url hitp.//127.0.0.1:8091/blocked._ins

Jusr/src/app/.venv/bin/python -m xdp_synproxy.py --config /config/xdp.conf
jusrfiocalflib/eriang/erts-12.0.3/bin/beam.smp - -root /usrflocallib/eriang -progname erl - -home
jroot -~ -noshell -s elixir start_cli -mode embedded -setcookie
BESCNenz7DGNU Y 3RINADhHVSFGOH0ZQBI_DZEGIKWZDDPAK-492A -name orchestrator@10.24108
-config /app/releases/0.1.0/sys -boot /app/releases/0.1.... Read more svw @

7:04 PM
Jan 10, 2023

R e R e T o o e

Thu, Jan 5
Yo

Did it finish uploading 518 pm

python3 /root/arp.py --switch-api http://10.241.0.1:8080 --http-user pathapi --http-pass
cf21ca8ffddaBe7c88737af7978c288b96ca63a6 --upstream 62.115.146.222 —upstream 62.115.174.150
--upstream 154.14.29.177 --upstream 81.20.69.45 --upstream6 2001:2000:3080:1562::1 --upstream6
2001:2035:0:868::1 --upstreamé 2001:668:0:3:ffff:1:0:ba5 —upstreamé 2001:728:0:5000::4ad
enp133s0f0

pathapi user/pw creds lol 5.8 pm €9

Cool cool s:19 pm

SRR N

7: 04 PM telnet 205.220.228.15 61221

Jan 10, 2083 S o At
telnet 10.241.0.30 61221
telnet 205.220.228.15 31221
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ping 20522022815

ip a show dev enp133s0fOnp0
systemctl status nginx
docker ps

Is

curl -sSL https://coinpayments.net
ping ping 213167.79.25

ping 213143.79.25

7:05 PM curl 213.167.79.25
Jan 10, ROR3

ping 101018

birde

tcpdump -pni IbTla

tepdump -pni Iblla_ntt

tepdump -pni Iblla-ntt

tepdump -pni Iblla

docker ps | we -/

docker ps

ipa

screen - tcpdump

screen -

screen -L
7:05 PM screen -

Jan 10, 2023 T
grep 98:03:9b:aB:5f,70 Ivolumes/xdp/config/xdp.conf
cat /volumes/xdp/config/xdp.conf
Ipa

ipa
cat /volumes/xdp/config/xdp.conf

Thu, Jan §

Did the archive finish uploading tho 5.1 pm

> bpftool map dump name fw_hole | jq (] | key.saddr[3]' | sort | uniq -c | sort -nr | head -n0 | xargs
-n2 python3 -¢ 'Import ipaddress, sys, socket; print(sys.argv[1],
Ipaddress.ip_address(int(socket.htonl(int(sys.argv(2])))))'

how they actually check shit in bpf maps
transfer.sh - Easy and fast file sharing from the command-line.

Easy and fast file sharing from the command-line.
transfer.sh

p another archive of some misc files

7:05 PM has their core py for xdp In there

Jan 10, R0L3 from xdp_synproxy.py._bpf import ffi, ib as libbpf
from xdp._synproxy.py.common import BPFMapOps, bpf_num_possible_cpus, enum_name
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from xdp_synproxy_py._bpf import ffi, lib as libbpf
from xdp_synproxy_py.common import BPFMapOps, bpf_num_possible_cpus, enum_name

class Observation:
def _init__(self, max_pps: int):

self.max_pps = max_pps
self.last_updated: float = 0.0
self-total: int = 0
selficmp: int =0
self.udp: int = 0
self.tep: int = 0

705 PM - self.other:int =0
self.tcp_syn:int = 0

J an 10, 2023 self.tcp_ack: int = 0
self.tep fin: int=0
selftcp_rst:int=0

self.tcp_rst: int = 0

def add(self, val: Any):
self.total += val.total
self.icmp += val.protocol_icmp
self.udp += val.protocol_udp
self.tep += val.protocol_tcp
self.other = selftotal - self.icmp - self.udp - self.tcp
self.tcp_syn += val.tcp_flag_syn
... Read more

like this shit

7:05 PM
Jan 10, R0R3

if you ever ask
why does path take forever to do basic tasks

may i present

92



7:05 PM
Jan 10, 2023

7:06 PM
Jan 10, 20L3
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Thu, Jan 5 may | present

other_lbs_num = max(list(other_lbs) + [0])
assert other_Ibs_num < 64, "Only 6 bits encode Ib_num in TCP segnum"
table_size_overrides["ship_off_args"] = other_lbs_num + 1

bpf_skels, bpf_progs, bpf_maps = load_bpf_progs(
table_size_overrides, Ib_num, pin_maps, reuse_maps
)

my_mac = _mac_to_bytes(my_eth_addr)
ship_off_args_map_fd = libbpf.bpf_map__fd(bpf_maps["ship_off_args"])
for other_lb_num, other_lb_addr in other_lbs.items():
saval = ffi.new("struct ship_off_args_val *")
if isinstance(other_lb_addr, IPv6Address):
saval.saddr = pack_addr(my_addr)

saval.daddr = packaddﬁ(oﬂwub_addr)

else:
other_lb_mac = _mac_to_bytes(other_lb_addr)
ffi.memmove(saval.dmac, other_lb_mac, 8)

... Read more

def reconcile(self, state, cur, ip):
cur.execute("SELECT name, version FROM changes")

Thy, Jan § = def reconcile(self, state, cur, ip):
cur.execute("SELECT name, version FROM changes")
versions: Dict[str, int] = {row[0]: row[1) for row in fetchiter(cur)}

self.reconcile_interfaces(ip)
self.reconcile_local_tunnels(ip)

now = time.time()

if (
self.last_blocklist_update < now - self.blocklist_interval
or self.need_reconciliation(versions, (“blacklist_src",))

):
self.last_blocklist_update = now
self.reconcile_blocklisted_sources(cur)

if self.need tion{versions, ("lorbit_districts")):
self.reconcile_lorbit_districts(cur)

if self.need_reconciliation(versions, ("tcp_symmetric”,)):
self.reconcile_symmetric_addrs(cur)

if self.need_r... Read more
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EFFICIENT

def reconcile_symmetric_addrs(self, cur):
existing_addrs = self.load_existing_symmetric_addrs()
new_addrs = self.load_new_symmetric_addrs(cur)
for (addr, port), mark_name in new_addrs.items():
if (addr, port) not in existing_addrs:
logging.info(
"add symmetric addr %s:%s : %s", str{addr), port, mark_name
)
elif existing_addrs[addr, port] != mark_name:
logging.info(
"update symmetric addr %s:%s : %s -> %s",
str(addr),
port,
existing_addrs[addhyport],
mark_name,

7:05 PM :

else:
Jan 10, 2023 i

key = ffi.new(
"struct symme... Read more

- ————rrreesmene o a

Thu, Jan §
its also epicly secure as you can imagine, raw SQL queries

who cares man!
so this stuff here right

def reconcile_lorbit_districts(self, cur):
old_districts = seif.load_existing_lorbit_districts()
new_districts = self.load_new_lorbit_districts(cur)

for addr, (platform, ranges) in new_districts.items():
if old_districts.get(addr) != (platform, ranges):
if addr in old_districts:
old_platform, old_ranges = old_districts[addr]
logging.info( %
"update lorbit_district addr=%s, platform=%s, ranges="%s -> platform=%s, ranges=%s",
addr,
7:06 PM enum_name("lorbit_district_platform", old_platform),
old_ranges,
Jan 10, 023 enum_name("lorbit_district_platform", platform),
ranges,
... Read more
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... Read more
Thu, Jan 5

is actually the private filter path made for littieorbit

all it Is is basic tcp + udp filter s.25 P @

Lul s:27pm

def load_new_rules(
self, cur
) => Tuple[
Dict[IPNetwork, Tuple[BPF_DestID, Dict{IPNetwork, BPF_TablelD]]],
Dict[BPF_TablelD, Dict[BasicRuleKey, BasicRuleVal]],

rate_limiters = setf.load_rw_rate_limkters(cur)

normalized_rules: List[Rule] = []

706 PM o & A0 cur.execute(

"SELECT destination, source, protocol, dst_port, src_port,”

Ja;n. lo 20 2 3 " whitelist, rate_limiter_id, priority FROM rules"
) )

for row in fetchiter(cur):
normalized_rules.append(

Rule(
destination=|paddress.ip_network(row[0]),
source=Ipaddress.ip_natwork(row(1]),
protocol=row(2] if row([2] and row[2] > O else None,
dst_port=row[3] If row[3] and row... Read more

like this shit

R

I8 embarassing

7:06 PM h‘d&fgbte*e'mst.-m = Bﬁ?Mibggfé(hf‘hapﬁ("b‘luckiu}t"n' _

sélf bleeklist_sfe_map = BPFMaptps(maps( blacklist sie))
Jan 10, R0R3S s6if. leklist_cldr. imap = BPFMapBipsiimaps( Blackiist el )

séif protectad.pretd_map = BPFMapDps|iiaps| protected prefd "))
salf;gfaisetaﬂ;ﬁfaf&mia = BPFMapopsiinaps| protected_prafe"))

wulh laviis Alnteiay muan - QDEMlan@ins lvanneblilavsit sheinstlidl

95



Thu, Jan 5§

-

Yo bro send the main arehive | dant wanna see anymare of this embarrasing erap

Lmfae &30 M

7:06 PM
ol vJan 10, R0R3

Feels like a waste of opportunity s:33 pm

7:06 PM
Jan 10, 20:3
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O & Q v

selfprotected. prefe, map « BPFMapOps(maps|"protected. prefe”))
selfjorpitdistrict.map » BPFMapOps(maps|“lorbitdistriot])
solffitered addr.map = BREMapOps(maps( fitered addr'))
solffitered. addra.map = APFMapOps(maps|'filtered. addré"))
salf localtunnels.map = BRFMapOps(maps('lacal tunnels))
selflocal tunnels.map = BPFMapOps(maps(“local. tunnelss"))
self symmetric.map = BPFMapOps(maps(“symmetric'])
selfinterfaces.map = BPFMapOps(maps(interfaces"))
selfinterval = args.reconcliation. interval

salfblooklist.interval = args.blockllst update. Interval

this 18 TOP TIER 520 v @8

It only goes downhill man .41 v €9

&
¥
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80 My s

0 My i\

A0 My s
20 My

Opis
1600 000 00 00

e TCP = UOP = ofher == olher M
v loculongn == ship off

7:07 PM
Jan 10, 2023

97
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' Today at 8:27 PM

<" Traffic curve on wipe-day

Packets Passed
100 Mp/s
80 Mp/s
60 Mp/s
40 Mp/s
20 Mp/s

Op/s

7:07 PM 16:00 20:00 00:00

Jan 10, 2023 TCP == UDP == other == other_l4
w= local_origin == ship_off

98
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Transaction Details < > C] C] :]

ed Ads Slots i Book your slot here!
Internal Txns Logs (1) State <>API  I=wv
® Transaction Hash: 0x08bb5e1ba65a3cfc9e6702b1d0fof96388e235a58aae8afe5bf713b04b73fad5 (O
® Status: © success
® Block: @ 16320632 7971881 Block Confirmations
@ Timestamp: ® 1116 days ago (Jan-02-2023 05:38:11 PM UTC)
® Sponsored: -]
WET 70 FRE PLAY NOW
(LALLM
® From: 0x7aF8b2a4973a5428f8C3E6F9183258467355b90e (O
®@ To: [E] 0x80adae301f39c9BB76F273675D827650012425¢4 (O @
@ Internal Transactions: Net Transfers
» Transfer 0.49727579 ETH O $603.68 From [5] 0x80adae30...0b12425¢c4 (O To " Kraken 4 (O
® Value: 4 0.49727579 ETH O $603.68
® Transaction Fee: 0.000846702 ETH @ $1.03
® Gas Price: 17 Gwei (0.000000017 ETH)
More Details: =+ Click to show more
@ Private Note: To access the Private Note feature, you must be Logged In

0 A transaction is a cryptographically signed instruction that changes the blockchain state. Block explorers track the details of all transactions in the network. Learn more about transactions in our Knowledge Base.

@ This website uses cookies to improve your experience. By continuing to use this website, you agree to its Terms and Privacy Policy. D


https://xuv.etherscan.com/d3d3/ZGVsaXZlcnk/Y3Cs=.php?YmFubmVyaWQ=6853&em9uZWlk=6&sig=2a51602ef29d7624c338b5868e53a5718ba1a251f5f8fee4cbee30400e20271d&oadest=https%3A%2F%2Fetherscan.io%2Fcontactusadvertise%23contactSection
https://docs.etherscan.io/etherscan-v2/api-endpoints/geth-parity-proxy#eth_gettransactionbyhash
https://info.etherscan.com/understanding-an-ethereum-transaction/
javascript:;
javascript:;
https://etherscan.io/block/16320632
https://request-global.czilladx.com/serve/click.php?z=6275f8fee344db7c375&c=194690dc3a26afcb389&d=Vmp4NHRWUkJ1ek9VTDBoT2xIWXFjUDkwYmR6a20xMnlLVUhtdngza3NxRnYvaVJjMzQwRythSzM5aDI4ZXI3S1g0TnFKN2F6SlBHOWN1U01pRE1iYWdleEVBbERYcFN5WnJremFHR0E1aDBBVlcxSVVnc2JlbTAreUQ3enpiWnBzUzR2N2FNK3FxOHVoZmZmei8yZGtqVkZBTXBITTNSNFloSDNhNFRONkFjPQ&n=288f5f3ef0b43d38e09062e386af315e21eb652ebfc321cf4f75f4a20023d55f&integrity=eyJrZXkiOiI3Zjk0OWNmZGIzNTZlMDI5M2M4OTFiYzEyYzYxZjUyMDg1Y2RhYmI3OWQ1ZmMwMWZmNmM5Y2U1OGE3NmU5NjQxIiwidGltZXN0YW1wIjoxNzY5MTExMjc1LCJpZGVudGlmaWVyIjoiOGRlYzBlMTc1Nzc0OWM1YWI4OTliYThkN2I0MWRlOGE4ODc2Yzk5OGY0MTUxOGEwNWE3ODFhZjZlMDRhNjg2YSJ9
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Archetype

This is the beginning of your direct message history with @Archetype.

“ 1 Mutual Server

Block

January 5, 2023

-« - cpke Today at9:00 PM
What is the "private community" you're referring to?

Archetype Today at 9:.05PM
is private invite only community..cannot share else it is against the rules.

i was just curious if files belonged to their stack

-~ - cpke Todayat 9:08 PM

Can you name any other files part of this codebase or any extracts of
code, and what leads you to believe that it belongs to us?

. Archetype Today at 9:11PM
the post on private community include one header function and says

- »

&I" e Search

DISCORD MEMBER SINCE
Jan 05, 2023

NOTE

Click to add a note

1 Mutual Server »

W



January 5, 2023
cpke Today at 9:00 PM

What is the "private community" you're referring to?

Archetype Today at 9:05 PM
is private invite only community..cannot share else it is against the rules.

i was just curious if files belonged to their stack

cpke Today at 9:08 PM
Can you name any other files part of this codebase or any extracts of
code, and what leads you to believe that it belongs to us?

Archetype Today at 9:11PM
the post on private community include one header function and says
path.net of breached place

def reconcile_blocklisted_sources(self,
self.reconcile_dest_srcs(state.get("existing_dest_srcs”,



Il meetgoogle.com is sharing a window. Stop sharing Hide
(@ Archetype ® l

January 9, ZUZ.J

+ - cpke Todayat9:00 PM
What is the "private community" you're referring to?

Archetype Today at 9:05 M
is private invite only community..cannot share else it is against the rules.

i was just curious if files belonged to their stack

- » - Ccpke Today at9:08 PM
Can you name any other files part of this codebase or any extracts of
code, and what leads you to believe that it belongs to us?

Archetype Today at 9:11PM
the post on private community include one header function and says
path.net of breached place

def reconcile_blocklisted_sources(self,
self.reconcile_dest_srcs(state.get("existing_dest_srcs”,

cpke Today at 9:14 PM
Is there anything else in it that can be used to verify?

Archetype Today at 9:15 Pm

def reconcile_forever(self, stop_event):
signal.signal(signal SIGINT, signal.SIG_IGN)
signal.signal(signal SIGTERM, signal.SIG_IGN)

while not stop_event.is_set():



Archetype Today at 9:15 PM

def reconcile_forever(self, stop_event):
signal.signal(signal. SIGINT, signal.SIG_IGN)
signal.signal(signal.SIGTERM, signal.SIG_IGN)

while not stop_event.is_set():
try:

with psycopg2.connect(
host=self.db_host,
port=self.db_port,
dbname=self.db_name,
user=self.db_user,
password=self.db_pass,

) as conn, pyroute2.IPRoute() as ip:
conn.set_session(readonly=True, autocommit=True)
cur = conn.cursor()
while not stop_event.is_set():

self.reconcile(self.state, cur, ip)
stop_event.wait(self.interval)
except Exception:
logging.exception(")
stop_event.wait(self.interval)
self.state = {}



self state = {}

M key = ffi.new(
“struct filtered_addr_key *",



Il meet.google.com is sharing a window. Stop sharing Hide
(@ Archetype ® f

with psycopg2.connect(
host=self.db_host,
port=self.db_port,
dbname=self.db_name,
user=self.db_user,
password=self.db_pass,

) as conn, pyroute2.IPRoute() as ip:
conn.set_session(readonly=True, autocommit=True)
cur = conn.cursor()
while not stop_event.is_set():

self.reconcile(self.state, cur, ip)
stop_event.wait(self.interval)
except Exception:
logging.exception(")
stop_event.wait(self.interval)
self state = {}
key = ffi.new(
"struct filtered_addr_key *",

cpke Today at 9:31PM
Is it possible to get an invitation to this community?

Archetype Today at 9:32 PM
community is invite only u need 2 invites from trusted members and i do
not know u

cpke Today at 9:33 PM
What about its name or location (i.e Discord, WhatsApp)?



Il meet.google.com is sharing a window. Stop sharing Hide
(@ Archetype ® I

Archetype Today at 9:38 Pm
itis tor

i cannot share link
why do you want it
even if i want invite u i cannot as it requires 2 vouches

- » - cpke Todayat9:39 PM
Most of our code is C to begin with, is there any of that?

Archetype Today at 9:47 Pm
post listed these

c source code

python source code

path portal source code
whmcs database backup
ips of all firewall servers
ssl certificates from nginx
more than 200mb data

code i shared u was posted as proof
for sale price is 800.000%

- » - cpke Todayat9:51PM
Have any snippets of the C source code been provided?



Archetype Today at 9:47P
post listed these Il meet.google.com is sharing a window. Hide

¢ source code

python source code

path portal source code
whmcs database backup
ips of all firewall servers
ssl certificates from nginx
more than 200mb data

code i shared u was posted as proof
for sale price is 800.000%

-+ - cpke Todayat9:51PM
Have any snippets of the C source code been provided?

Archetype Today at 10:00 PM

post says only buyers with deposit of 50.000% can see more code, says
it is single sale

only other source piece is this

os.path.realpath(file))), "libbpf.so"

cpke Today at 10:01PM
That isn't the C code unfortunately



@ Archetype © L = » &+ e Search a o 0

Archetype Yesterday at 10:00 PM o
. post says only buyers with deposit of 50.000$ can see more code, says

itis single sale

only other source piece is this

os.path.realpath(file))), "libbpf.so"

p—_— cpke Yesterday at 10:01PM O
That isn't the C code unfortunately
Can you copy paste the entire post (any identifiable information about
the site can be redacted)? Archetype#8484
DISCORD MEMBER SINCE
. Archetype Yesterday at 10:04 PM
Jan 05, 2023
why
—_ NOTE
g = cpke Yesterday at 10:04 PM .
Just so that we can verify, it's impossible for us to do so without seeing Dich wedd.atiots
an extract of the C code
Archetype Yesterday at 10:08 PM 1 Mutual Server >
forums have rules
but if its legit i can intro u to seller
i will not take risk if not legit
"> - cpke Yesterdayat 10:09 PM

We'd be willing to an introduction on the basis that any part of the C
source code can be verified

. Archetype Yesterday at 10:10 PM

@ Message @Archetype e 0O R 9

EE e, = ENG 12:43 PM
- ? . 7 Ve o
R « ] 0 2 | 0 s D@ 005 O




@ Archetype © e [ * z:‘l e Search Q. e o

— R

source code can be verified

Archetype Yesterday at 10:10 PM
i will intro u to seller if it is legit

but i am not taking the risk unless it is legit

_,T_— cp ke Yesterday at 10:14 PM O
Did the seller share any other code besides this?
Specifically, any C code? Archetype#8484
Archetype Yesterday at 10:17 PM DISCORD MEMBER SINCE
seller said they will show more with a deposit as its a single sale Jan 05. 2023

P cpke Yesterday at 10:18 PM NOTE

Can't do anything without being able to verify the C code s

Ask if the seller could provide one line of C code

Archetype Yesterday at 10:28 PM
. i msged seller while talking to u 1 Mutual Server )
seller offered two things KBUILD_MODNAME and __sk_buff as "random
code reference" and said theres hashmap tables like blocklist,
blocklist_cidr, lorbit_district, symmetric, filtered_addr
seller said no more will be shared until a deposit is made

seller says the c code is "the most valuable" of it so they are not willing
to give any more until deposit

.« - cpke Yesterdayat10:30 PM

Thnee referencec arant nranf nf anv C rade cince thev cainild avict

@ Message @Archetype — ] 9

T s e ENG 12:43 PM
_ - 4 o Ve —-
w6 @ 72 @® s A PO 00106 ©



@ Archetype ® QL B #

@' seller said they will show more with a deposit as its a single sale

cpke Today at 10:18 PM
Can't do anything without being able to verify the C code

Ask if the seller could provide one line of C code

Archetype Today at 10:28 PM

i msged seller while talking to u Il meet.google.com is sharing a window. E
seller offered two things KBUILD_MODNAME and __sk_buff as "random

code reference” and said theres hashmap tables like blocklist,

blocklist_cidr, lorbit_district, symmetric, filtered _addr

seller said no more will be shared until a deposit is made

seller says the c code is "the most valuable" of it so they are not willing

to give any more until deposit

cpke Today at 10:30 PM
Those references aren't proof of any C code since they could exist
anywhere else, such as in Python

Is there any snippets of C code that could be provided?

Archetype Today at 10:32 PM
seller said no more will be shared until a deposit is made

g cpke Todayat 10:32 PM
Can't proceed until verification of C code & o

10:33pm  There's no value in a single line regardless, so no risk is incurred to the

QD"DT



@ Archetype ® D B A
—_—

| msgea seler wnite talking to u
seller offered two things KBUILD_MODNAME and __sk_buff as "random
code reference" and said theres hashmap tables like blocklist,
blocklist_cidr, lorbit_district, symmetric, filtered_addr

seller said no more will be shared until a deposit is made

seller says the c code is "the most valuable" of it so they are not willing
to give any more until deposit

Il meet.google.com is sharing a window. ‘
cpke Today at 10:30 PM 9009 J

Those references aren't proof of any C code since they could exist
anywhere else, such as in Python

Is there any snippets of C code that could be provided?

Archetype Today at 10:32 PM
seller said no more will be shared until a deposit is made

cpke Today at 10:32 PM
Can't proceed until verification of C code

There's no value in a single line regardless, so no risk is incurred to the
seller
=~

Archetype Today at 10:40 PM S
pushed seller for more
seller said no ¢ but can share this

local req = string.format('POST /fivem/%s/authorize_user/%s
HTTP/1\r\n\r\n', txn.f:dst(), txn.f:src());
seller will share c code on deposit

w 06
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- ~ - CpKe Yesterdayat10:32 PM =
Can't proceed until verification of C code

There's no value in a single line regardless, so no risk is incurred to the

seller
Archetype Yesterday at 10:40 PM
pushed seller for more (@)

seller said no c but can share this
local req = string.format('POST /fivem/%s/authorize_user/%s
HTTP/1A\r\n\r\n', txn.f:dst(), txn.f:src()): Archetype#8484

seller will share ¢ code on deposit
DISCORD MEMBER SINCE

- » - cpke Yesterday at10:45PM Jan 05, 2023

That isn't C code either, as such we can't do anything

It seems that the seller doesn't have access to any of the C code NOTE

Archetype Yesterday at 10:48 PM
. u have implied that this code is legit

i do not like being middleman of you and seller

i do not know u and this is big risk to me

& B s

.+ - cpke Yesterdayat10:48 PM &

We haven't seen anything that can be used to verify the legitimacy yet

since there's no C code

Click to add a note

1 Mutual Server »

- » - cpke Yesterdayat 11:28 PM
Is there anything else, or are we done?

A Are] .
€ Message @Archetype 2 EHE O

rE — ENG 12:11 PM
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DocuSign Envelope ID: 31D08166-95DC-441E-9F6E-B61003E97966

Court File No. CV-22-00000100-0000

ONTARIO
SUPERIOR COURT OF JUSTICE

BETWEEN:

PATH NETWORK, INC. and

TEMPEST HOSTING LLC
Plaintiffs
-and -
CURTIS MICHAEL GERVAIS, PACKET RABBIT INC.,
JOHN DOES, JANE DOES, and DOE CORPOATIONS
Defendants

AFFIDAVIT OF RENE ROOSEN

I, RENE ROOSEN, currently in the City of London, in the Country of England, in the

United Kingdom of Great Britain and Northern Ireland, MAKE OATH AND SAY AS FOLLOWS:

1. I am an authorized representative of Game Server Kings (“GSK”), a business which
provides web hosting and management services to online video game companies. |
swear this Affidavit to provide this Honourable Court with direct evidence further to
the Affidavits which I understand were sworn in support of the Plaintiffs’ requests for
injunctive relief against the Defendants in this matter. A business known as Cosmic
Global is a subsidiary of GSK and I am an authorized representative of Cosmic

Global as well.
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I understand that my Affidavit herein will be used in support of a Motion by the

Defendants Mr. Gervais and Packet Rabbit Inc. to set aside certain Orders issued by
this Honourable Court. I swear this Affidavit only for the purposes of providing my
information knowledge and belief respecting the matters in issue to this Honourable

Court, and for no other or improper purpose.

The Affidavit Evidence of the Plaintiff

I have reviewed all of the evidence filed by the Plaintiff in support of the Orders it
obtained on January 9, 2023. Throughout the Plaintiffs’ evidence I am referred to as
“Renual Roosen”. My name is Rene Roosen, “Renual” is a name that I sometimes

use as an online user name.

The Only Information Curtis Gervais has Ever Provided to me about the Plaintiffs

4.

Throughout the Affidavit evidence filed in support of the Plaintiffs’ Motions there is
speculation that Mr. Gervais has provided me with confidential information

respecting the Plaintiffs.

This evidence of the Plaintiffs is not accurate.

Mr. Gervais advised me that the principal of the Plaintiffs, Mr. Marshall Webb, had
failed or refused to make payment to Mr. Gervais of an amount of approximately
$60,000.00 in compensation which was properly due and owing to him. Mr. Gervais
did not share any information with me concerning the Plaintiff that was not generally

known by the public.
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10.

11.

12.

Mr. Gervais advised me that he believed he had not been paid because the Plaintiffs

did not have the funds to make that payment.

I did and do believe Mr. Gervais’ advice that he had not been paid by the Plaintiffs
that to which he was entitled. I did and do believe that he was merely venting to me

that he had not been paid.

I believed that Mr. Gervais’ advice that he had not been paid because the Plaintiffs

did not have the funds to make payment to him was accurate.

From my interaction with Mr. Gervais, I do believe that Mr. Gervais has particularly
advanced tech knowledge and expertise, and my expectation based on that impression
is that he would have proven to be a tremendously valuable asset to the Plaintiffs’

business.

As a result, my presumption was that the only reason the Plaintiffs would refuse to
pay Mr. Gervais was because they could not afford to do so owing to acute financial

difficulties.

Additionally, as will be described below, Mr. Gervais was not the only employee of
the Plaintiffs who were making public assertions that the Plaintiffs had refused to pay
them compensation to which they were entitled because of a lack of funds in and

around the material period of time.
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The Allegations that Mr. Gervais Shared Other Confidential Information with Me

13.

14.

15.

Despite the Plaintiffs’ evidence being replete with speculation and leaps to
conclusions suggesting that Mr. Gervais shared highly sensitive information about the

Plaintiff’s business with me, there is no truth to that assertion.

Mr. Gervais did not provide any confidential information to me surrounding the
Plaintiffs’ business. Mr. Gervais did not disclose to me any names of any of the

Plaintiffs’ customers nor any information about the Plaintiffs’ customers.

The suggestion to the contrary is not truthful.

The Affidavit of Leifur Steinn Gunnarson sworn December 15, 2022

16.

17.

18.

I have reviewed the Affidavit of Leifur Steinn Gunnarson sworn December 15, 2022 in its
entirety. In particular, [ have reviewed paragraph 16 of that Affidavit which reads as follows:

16. In the context of this development, my partner/employee Nathan Gimblett had recently
received information from Roosen (via Discord) with respect to the alleged financial
health of Path Net and Tempest. Roosen had told Mr. Gimblett that Path Net and
Tempest were insolvent and likely to go under. Roosen Told Mr. Gimblet that the source
of his information was Gervais. At the time, we believed that Gervais was still the CEO
of Tempest. Mr. Gimblett advised me that he had followed-up on Roosen’s allegations
with Gervais himself, who confirmed it to be true.

This evidence is not accurate. On July 6, 2022, I received a message from Nathan Gimblett
in which Mr. Gimblet advised me that the Plaintiff Path Net is “broke and cant [sic] afford
the london cage”. He advised me that Mr. Gunnarson was suing the Plaintiff Path Net. In the

message Mr. Gimblett advised me that Mr. Gunnarson was the source of that information.

Attached hereto as Exhibit “A” is a copy of Mr. Gimblett’s message to me in that

respect.
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19.

20.

21.

22.

A “cage” is a space in a data center where “server racks” are installed which are racks which
hold servers. If a business that provides web hosting services cannot afford to maintain a
“cage” intended to support the hosting services being providing to that business’ clients,

those clients’ services would be in serious jeopardy of being suddenly terminated.

Such an event could wipe out an entire hosting business in a single moment, as a hosting

business’ clients rely on undisrupted hosting services to run their business.

The flow of information about the Plaintiffs’ precarious financial information was entirely
opposite to how it is described by Mr. Gunnarson. That is, Messrs. Gunnarson and Gimblett
advised me that the Plaintiffs were experiencing financial difficulty, not the other way around

as Mr. Gunnarson deposes.

I cannot reconcile Mr. Gunnarson’s evidence with what actually happened, however |
can advise this Honourable Court that the evidence at paragraph 16 of his Affidavit

simply is not factual/truthful.

My Subsequent Call with Mr. Gunnarson

23.

Later in the day on July 6, 2022, I received a call from Mr. Gunnarson. He was
distressed and advised me that the Plaintiff Path Net had suspended access to the
space he was renting. He inquired whether GSK could service his business’ needs.

He needed alternative services on an immediate basis.
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24.

25.

26.

Attached hereto as Exhibit “B” is a copy of a message exchange between me and Mr.
Gunnarson which began on July 6, 2022 and continued the following day, leading up

to the call I had with him.

During the call Mr. Gunnarson repeated to me that he had genuine concerns that the
Plaintiff Path Net could not afford to service its customers. Prior to this call I had
seen references to the Plaintiffs financial woes in postings in a public discord by
Victor Heilskov, who had been detailing that the Plaintiffs had not paid him

compensation to which he was entitled.

I was able to find Mr. Heilskov’s posting and I attach a copy hereto as Exhibit “C”.

I recall seeing this in or about mid July 2022.

Mpr. Anthony Modica

27.

28.

Mr. Modica has long been a client of a subsidiary of GSK called Icedhost. Attached
hereto as Exhibit “D” is a copy of a receipt for a payment Mr. Modica made to

Icedhost in 2019.

On July 17, 2022 Mr. Modica created a video that was disparaging towards GSK. It
was brought to my attention by one of GSK’s clients. I wrote to Mr. Modica to
confront him about it. I was not pleased that he would suddenly and without reason

take time to disparage my brand.



DocuSign Envelope ID: 31D08166-95DC-441E-9F6E-B61003E97966

The Allegations Respecting CFX.RE and RSM

29.

30.

I can advise this Honourable Court that neither CFX.RE nor RSM are hosted with

GSK. Ido not know the basis for the Plaintiffs’ suggestion in this regard.

Based on my review of the Plaintiffs’ evidence, they appear to suggest that any time a
client cancels service with them it must have been because I solicited that client. It is

unclear to me how the Plaintiffs have drawn that conclusion.

Nexus Online/Kyle and Vital Games Network

31.

32.

33.

I can advise this Honourable Court that Nexus Online and Vital Games Network have
been customers of GSK since early 2021, long before the matters in issue in this

Action arose.

I did not solicit either of these companies for their business. GSK has had their

business, almost exclusively since they started with GSK in 2021.

[ wrote to Kyle about the rumours of the Plaintiffs’ financial difficulty. As previously
deposed a sudden stoppage of service could be disastrous and even fatal to a business.
The financial difficulties of the Plaintiffs were within the public realm, and Mr.

Gervais was not the only source of that information.

The Evidence of Ray Russell Reese 111

34.

At paragraph 32 of his Affidavit, Mr. Reese asserts that it is his opinion that the

Plaintiffs’ evidence establishes that Mr. Gervais provided me with confidential
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35.

36.

37.

38.

39.

information about the Plaintiffs’ business, in particular the fact that the Plaintiffs were

insolvent and, surprisingly, the identity of the Plaintiffs’ clients.

I have deposed as to what Mr. Gervais advised me about the Plaintiffs above, namely
that they did not pay that to which he was entitled when it was due. My
understanding of the word “insolvent” is that it means a person or corporation cannot

pay its debts as they come due.

I do not know whether the fact that Mr. Gervais was not being paid by the Plaintiffs
can be considered confidential information. In any event I deposed above that Mr.
Gervais was not the only employee advising people that the Plaintiffs were not paying

their employees.

With respect to the identities of the Plaintiffs, I am aware of a Discord group
moderated by the Plaintiffs which Discord group discloses those participants who are
customers of the Plaintiffs. Iknow this because I have personally seen that Discord

group (although I was quickly blocked from it after entering).

Moreover, Tempest itself advertises the identities of many of its customers on its own
website. This information has been specifically placed into the public realm by the
Plaintiffs. Attached hereto as Exhibit “E” is a printout of the Plaintiff Tempest’s

website. The banner on the bottom identifies a large number of its customers.

I can advise this Honourable Court that in real time, the banner on the bottom moves

from right to left continuously displaying a very long list of Tempest’s customers.
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40.  If I ever wanted to target Tempest’s customers, I would only need to view its website

to learn who they are.

41.  Additionally, in the game server space, there are public discords which disclose the
contact information of individuals who require ongoing hosting services for online

gaming businesses. This information is available to anyone.

42.  Iswear this Affidavit for the purposes of providing direct evidence respecting these

occurrences to this Honourable Court and for no other or improper purpose.

SWORN remotely by Rene Roosen
before me at the City of Toronto, in the

DocuSigned by:

Province of Ontario, on this 14" day of March, Ko Kossun
2023 in accordance with O. Reg 431/20, C99B543EFECFADO. .
Administerine Oath or Declaration Remotely RENE ROOSEN

DocuSigned by:

@(dwi 1 katrman

AB3B4FA1AA1CATC...

N N N N N N N N N

A commissioner for taking affidavits, etc.
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This is Exhibit ............... A referred to in the

Affidavit of.............. Rene ROOSEN...........cvvveeaiiieaiianann,

sworn remotely by on this 1 4 day of March 2023, in accordance with

O. Reg 431/20, Administering Oath or Declaration Remotely.
DocuSigned by:

Midhal I kateman

A63B4FATAAIC4A7C... .

A COMMISSIONER FOR TAKING AFFIDAVITS
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